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E U D a t a P r o t e c t i o n

E m p l o y e e I n f o r m a t i o n

Guidelines recently released by the Italian Data Protection Authority for the first time

provide—within a global and coordinated framework—rules and guarantees aimed at regu-

lating the gathering and the processing of personal data within the workplace and, the au-

thor says, can also be interpreted as a practical set of rules executing related provisions of

the Italian Code on privacy.

Italy: Recent Developments in Data Protection—Guidelines on the Processing of
Employee Personal Data by Employers Within the Private Sector

BY AVV. ALESSANDRO DEL NINNO

O n December 13, 2006, the Italian Data Protection
Authority (hereinafter the Garante) made public
the guidelines on the processing of employees’

personal data for labor relationship management pur-
poses by employers within the private sector (the guide-
lines). For the first time, the Italian Garante has

defined—within a global and coordinated framework—
rules and guarantees aimed at regulating the gathering
and the processing of personal data within the work-
place. The guidelines can also be interpreted as a prac-
tical set of rules executing the general principles
contained—on this specific subject matter—in the re-
lated provisions of the Italian Code on privacy (legisla-
tive decree of June 30, 2003 no. 196).

It is worth noting that March 1 the Italian Garante is-
sued a separate set of guidelines concerning the pro-
cessing of the employees’ personal data within their use
of e-mail and Internet connections from the workplace.
The guidelines also set out principles and rules appli-
cable to employers and employees within the private
sector. With regard to the public sector the rules are dif-
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ferent, and, in any case, these guidelines are focused on
private employers and employees.

§ 1. Processing Employee Personal Data: The
General Scopes Considered by The

Guidelines.
The principal issues taken into consideration by the

guidelines mainly refer to the following aspects of the
processing of employee personal data:

a. employee personal and generic data (without re-
gard to whether the employee is not working any
more), biometric data, pictures and sensitive data
(also when referring to third parties) with particu-
lar regard to data allowing the disclosure of reli-
gious beliefs or memberships to trade unions;

b. employee personal data disclosing health (usually
contained in medical certificates, or in other docu-
ments delivered by the employee to the employer
for justifying absences from work or to get permits
and benefits provided by the laws or by collective
agreements);

c. information more closely related to the carrying
out of the work activities, for example: information
related to the kind of contract (whether temporary
or permanent, full time or part-time, etc.), infor-
mation relating to the employee’s professional
level or title, to his salary (even when calculated ad
personam [as part of a group rather than by indi-
vidual]), to prizes awarded, to overtime, to holi-
days, to individual permits (whether used or not),
and information relating to absences from work,
transferrals to other workplaces, disciplinary mea-
sures or proceedings involving the employee.

The above are considered personal data under the
guidelines, when they are:

a. contained in acts and documents delivered by the
employees during the hiring process (note that the
Garante in the past enacted several specific acts
regulating the processing of personal data within
pre-employment background screening proce-
dures);

b. contained in documents and/or files accessed by
(or on behalf of) the employer during the work re-
lationship, for the purposes of executing the work
contract, and successively gathering, and storing
in personal files, papers or on the company’s data-
bases;

c. made available in the company’s registers, notice
boards or intranets.

§ 2. The Data Controller and The Data
Processor of The Employees’ Personal Data.

Having considered the general privacy principles ap-
plicable to the processing of employees’ personal data,
personal data undergoing processing must be pro-
cessed lawfully and fairly. In order to ensure compli-
ance, the data must be:

s collected and recorded for specific, explicit and le-
gitimate purposes and used in further processing

operations in a way that is not inconsistent with
said purposes;

s accurate and, when necessary, kept up to date;
s relevant, complete and not excessive in relation to

the purposes for which they are collected or subse-
quently processed;

s kept in a form which permits identification of the
data subject for no longer than is necessary for the
purposes for which the data is collected or subse-
quently processed.

The guidelines clarify the rules aimed at identifying
the various different persons who are allowed to pro-
cess personal data. In particular, the guidelines provide
the criteria to identify the ‘‘data controller’’ and the
‘‘data processor.’’ With regard to the ‘‘data controller’’
(which the Italian Code on privacy defines as ‘‘any
natural or legal person, public administration, body, as-
sociation or other entity that is competent, also jointly
with another data controller, to determine purposes
and methods of the processing of personal data and the
relevant means, including security matters’’) what is
important is the effective source/center of the working
relationship, regardless of the company structure
adopted. For example, when the personal data are pro-
cessed within groups of companies, each of the compa-
nies has to be considered as a ‘‘data controller’’ with re-
gard to the processing of personal data referring to
their employees. Nevertheless, within groups of compa-
nies, the subsidiaries or controlled companies may del-
egate some of the privacy requirements, with the conse-
quence that holding such data will make the organiza-
tion to whom it is delegated, the ‘‘data processor’’ of the
employees’ personal information, which has been pro-
vided by the subsidiaries or parent company. It must be
pointed out that according to the Italian Code on pri-
vacy, the ‘‘data processor’’ is ‘‘any natural or legal per-
son, public administration, body, association or other
agency that processes personal data on the controller’s
behalf.’’

Further:
a. the data processor may be designated by the data

controller on an optional basis;
b. where designated, the data processor shall be se-

lected from employees who can appropriately en-
sure, on account of their experience, capabilities
and reliability, thorough compliance with the pro-
visions in force applying to processing as also re-
lated to security matters;

c. if necessary, on account of organisational require-
ments, several entities may be designated as data
processors also by sub-dividing the relevant tasks;

d. the tasks committed to the data processor shall be
detailed in writing by the data controller;

e. the data processor shall abide by the instructions
given by the data controller in carrying out the
processing. The data controller shall supervise
over thorough compliance with both said instruc-
tions, also by means of regular controls.

§ 3. Specific Aspects of Data Processing
Within The Italian Decree Concerning The
Improvement of Occupational Safety and

Health in All Workplaces.
The Italian legislative decree of September 19, 1994

no. 626 (implementing a set of European Union direc-
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tives on safety and hygiene in the workplace) specifi-
cally provides for the processing of the employees’
health data. In particular, this sets out that specific
‘‘sanitary surveillance’’ on the employees must be car-
ried out. Article 16 of the Legislative Decree 626/94
states that ‘‘sanitary surveillance’’ includes preventive
controls (clinical, biological examinations and instru-
mental surveys) carried out in order to ascertain the
health conditions of workers, with respect to the risks
they may incur. The task of undertaking sanitary sur-
veillance, according to the current provisions, should be
assigned to a medicine graduate specialized in preven-
tive medicine of workers and in industrial psychology,
industrial toxicology or an equivalent specialisation.

Article 17 of the same legislative decree vests physi-
cians with certain specific functions:

a. carrying out an updated risk health record for ev-
ery worker submitted to sanitary surveillance,
which is to be stored by the employer, with the ob-
ligation of professional secrecy;

b. carrying out medical examinations requested by
the worker (besides those laid down by article 16)
in case such request is linked to professional risks;

c. cooperating with the employer and with the pre-
vention and protection services, to develop, and
carry out measures to protect the psychological
and physical health of employees;

d. cooperating with the training and information ac-
tivities of the workers;

e. visiting the workplace at least twice a year and
participating in planning the controls of the work-
ers contact with particular agents, whose results
must be communicated timely in order to take the
proper measures;

f. cooperating with the worker to set up a first-aid
service;

g. informing the workers about the sanitary controls
they underwent, and in case of contact with agents
having long-term effects, about the need to carry
out controls even when they stop doing the work
which entailed the contact with such agents;

h. informing those employees of the results, for those
who want to know about their sanitary controls,
and upon request giving them a copy of the rel-
evant documents;

i. communicating with the representatives in charge
of the safety, the anonymous collective results of
the clinical and instrumental controls which were
carried out, as well as explaining their meaning.

In light of the above, the guidelines clarify that the
‘‘privacy role’’ of the physicians is that of an autono-
mous ‘‘data controller’’ of the employees’ personal in-
formation, processed according to the mandatory tasks
provided by the legislative decree 626/1994.

§ 4. Biometric Data and Access to
‘‘Restricted Areas’’

The processing of employees’ biometric data has be-
come increasingly common, i.e., personal information
relating to physical features—such as the data subject’s
fingerprints—of individuals that are to be identified

uniquely by means of a reference template. The latter
consists in a set of digital values that are derived math-
ematically from the individual features referred to
above and are intended to allow identification of an in-
dividual via the comparison between the numerical
code derived at each access and the initial template.

Fingerprints
Fingerprints are personal data insofar as they can be

related to individual employees. Regardless of the fact
that only part of them are collected and that they are
only used to complete the enrolment phase—as well as
the numerical codes subsequently used for comparison
purposes. Hence, the provisions laid down in the Italian
Code on privacy apply both to the enrolment phase and
to any comparison/matching carried out thereafter, in-
cluding the creation of files relating to an employees’
achievements.

The guidelines specify that general and uncontrolled
processing of employees’ biometric data (especially in
relation to fingerprints) is not lawful. Using such data in
the workplace may be justified in specific cases, in rela-
tion to the purposes and context of their processing—
e.g., in connection with accessing certain premises in a
company that require especially stringent security mea-
sures, either because of specific circumstances, or on
account of the activities performed in those areas. Alter-
natively, their use may be justified in order to ensure se-
curity for the processing of the personal data.

In addition to this, the processing at issue could also
be regarded as disproportionate, in the light of the en-
visaged technical arrangements—i.e., the centralized
storage of the identification codes derived from the
analysis of biometric data. From this perspective, less
invasive technological approaches can undoubtedly be
implemented. Bearing in mind the principles set out in
Section 3 of the Data Protection Code (‘‘Information
systems and software shall be configured to minimise
the use of personal data and identification data. In such
a way as to rule out their processing if the purposes
sought in the individual cases can be achieved either by
using data anonymously, or suitable arrangements to
allow identifying data subjects only in cases of neces-
sity.’’) One could argue that—providing the use of bio-
metric information is permitted—it is preferable to
store the identification code on a medium that is in the
data subject’s exclusive possession (i.e., a smart card or
similar devices) after completing the enrolment phase,
rather than recording the codes at centralised level in
the company’s information system. The latter approach
may actually be more prejudicial to individual rights, if
the security measures are breached, unauthorized enti-
ties access the data, or the stored information is
misused—whether or not by third parties.

Furthermore, the guidelines incorporate the follow-
ing rules on the processing of employees’ biometric
data:

a. the data necessary to set up the reference template
can be processed exclusively during the enroll-
ment phase; the processing must be based on prior
and express consent given by the data subject;

b. in addition to the minimum security measures pro-
vided by the Italian Code on privacy, additional
measures and guarantees for the data must be
adopted;
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c. the individuals in charge of the processing must be
instructed by means of specific and written guide-
lines;

d. biometric data—where the processing is allowed—
can be stored for a maximum period of seven
days, unless exceptional needs are proved. After
such a term has elapsed the data must be erased
(even by means of automatic erasure);

e. a preliminary verification on an employers system
using biometric data (for example systems or de-
vices for the company security or for the employ-
ees’ access monitoring by electronic badge) must
be requested from the Garante if such systems or
devices do not comply with the above rules.

§ 5. Communication and Dissemination of
Employee Personal Data.

The guidelines point out important rules on the com-
munication and dissemination of employee personal
data. It is worth mentioning that according to the Ital-
ian Code on privacy:

a. ‘‘communication’’ shall mean disclosing personal
data to one or more entities other than the data
subject, the data controller’s representative in the
State’s territory, the data processor and persons in
charge of the processing in any form whatsoever (
this includes by making available or interrogating
such data).

b. ‘‘dissemination’’ shall mean disclosing personal
data to unidentified entities, in any form whatso-
ever, including by making available or interrogat-
ing such data.

In general, disclosing an employees’ personal data to
third parties (like employers’ associations, trade-
unions, parents and relatives, and so on) is allowed
where this is based on the data subject’s prior consent.
Nevertheless, the employer may bypass the mandatory
requirement of consent under the following circum-
stances, if the processing:

a. is necessary to comply with an obligation imposed
by a law, regulations or Community legislation;

b. is necessary for the performance of obligations re-
sulting from a contract to which the data subject is
a party, or else in order to comply with specific re-
quests made by the data subject prior to entering
into a contract;

c. concerns data taken from public registers, lists,
documents or records that are publicly available,
without prejudice to the limitations set down by
law, regulations and community legislation with
regard to their disclosure and publicity;

d. concerns data relating to economic activities that
are processed in compliance with the legislation in
force as applying to business and industrial se-
crecy;

e. is necessary to safeguard the life or bodily integ-
rity of a third party;

f. is necessary for carrying out the investigations by
a defence counsel referred to in Act no. 397 of
07.12.2000, or else to establish or defend a legal
claim, provided that the data are processed exclu-

sively for said purposes, and for no longer than is
necessary. Thereby complying with the legislation
in force concerning business and industrial se-
crecy, and with the dissemination of the data being
ruled out;

g. is necessary to pursue the legitimate interests of
either the data controller or a third party recipient
in the cases specified by the Garante, and on the
basis of the principles set out under the law. This
shall also apply with regard to the activities of
banking groups and subsidiaries, or related com-
panies. Unless said interest is overridden by: the
data subject’s rights and fundamental freedoms,
dignity or legitimate interests, or if the dissemina-
tion of the data is ruled out;

h. Where external communication and dissemina-
tion, is carried out by not-for-profit associations,
bodies or organisations (whether recognised or
not), with regard either to entities having regular
contacts with them or to members in order to
achieve specific, lawful purposes as set out in the
relevant memorandums, articles of association or
collective agreements, whereby the mechanisms
of utilisation are laid down expressly in a resolu-
tion that is notified to data subjects with the infor-
mation notice;

i. it is necessary for exclusively scientific and statisti-
cal purposes in compliance with the respective
codes of professional practice, or else exclusively
for historical purposes in connection with private
archives that have been declared to be of consider-
able historical interest.

Save for the above, employers are also free to com-
municate data to third parties when such information
are processed anonymously or in aggregate ways (for
example: comprehensive number of overtime hours
worked, comprehensive economic prizes assigned, etc).

Company’s Intranet.
The prior consent of employees is mandatory when

the employer wants to make public within the company
his/her information (for example: picture, general data,
CV’s) by means of the intranet (obviously the same con-
sent is required for the publication on the Internet).

Dissemination of employees’ data.
Where employers are not allowed to disseminate

their employees’ personal data [through lack of the re-
quirements listed above (a) to (i) or the prior consent],
such dissemination is legitimate only when it is neces-
sary for the performance of obligations resulting from
the work contract (for example: publication in the com-
pany’s notice boards of service orders, work shifts, holi-
days periods, other internal provisions related to the or-
ganisation of the work). In other cases, the dissemina-
tion of the employees’ personal data (even by means of
company’s notice boards or by means of other internal
communications addressed to all the employees) is dis-
proportionate and unlawful, especially when such dis-
semination is not linked to the execution of work duties.
For example, the dissemination is illicit in relation to
the following cases:

a. dissemination/publication of salaries, wages or
other emoluments referring to personal conditions
of the employee;
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b. sanctions applied to the employee within disciplin-
ary proceedings;

c. information relating to legal actions regarding the
employee;

d. absence from work due to illness;

e. employee membership of associations.

Cards/labels identifying the employees.
The guidelines provide a set of rules about the em-

ployees’ personal data displayed on identifying cards or
labels pinned on their clothing and on work uniforms.
Such cards or labels usually aim to improve the rela-
tionships between operators and the public. In this re-
gard, the guidelines point out that the obligation to ex-
hibit identifying labels or cards may be founded on the
work contract. Nevertheless, with regard to the rela-
tionships with the public, it may be disproportionate
displaying detailed personal particulars such as; name,
surname, date/ place of birth, and photo’s on such
cards. It is sufficient – in light of their requirement to
assist the public, to only display certain information on
the ID cards, such as: identifying codes, the sole name
of the employee (without indication of the surname),
the individual’s role, etc. . .

Methods for communicating personal data.
Save for what is specifically provided by the law, em-

ployers must adopt individual forms of communication
with the employees, avoiding unlawful communication
of personal data (especially when sensitive) to third
parties (including to the individuals in charge of the
processing within the company), and to anyone other
than the interested employee. The guidelines consider
the following to be correct forms of communication:

a. addressing communications in closed envelopes;

b. inviting the interested employees to directly col-
lect the communication from the relevant office;

c. sending individual electronic communications to
the relevant employee.

§ 6. Processing Employees’ Health Data. The
Security Measures.

Specific guarantees must be adopted by the employ-
ers in relation to the processing of health data (for ex-
ample: medical information justifying the employee’s
absence from work). To this regard, the first mandatory
rule is the following:

When the employee delivers to the competent office
the medical certification to justify the absence from
work, such certificate cannot include the specific diag-
nosis and may display only the prognosis. Should the
employee deliver a medical certification including also
the diagnosis, the employer shall have to delete from it
the related information.

The second rule is the general prohibition of dissemi-
nating the employees’ health data.

According to: the Code on privacy, to the collective
agreements and to the sectorial laws regulating the la-
bour relationships, employers are allowed to process
the following:

a. data relating to employees’ illnesses (including in-
formation on specialised medical examinations or

on clinical checks) when related to the temporary
or permanent inability of an employee to work and
when necessary for the employers to verify the de-
clared illness;

b. data relating to disabled employees for the fulfil-
ment of legal duties in relation to the so called
‘‘protected categories’’;

c. data and documents relating to accidents at work
or to illnesses, to be communicated to the public
insurance body;

d. health data in general (including the employees’
family data) when necessary to allow the em-
ployee to apply for particular benefits provided by
the law (for example: permits, extended leaves,
etc);

e. data relating to drug addiction, when an employee
asks to be admitted to particular therapeutic or re-
covery programs provided by the law;

f. health data to be communicated by the employer to
the competent public social security and insurance
bodies.

With regard to the mandatory security measures in
the processing of the employees’ health data, employers
must undertake to do the following:

a. ensure that data disclosing health and sex life are
processed (both electronically or not) separately
from the other personal data allowing employees
to be identified directly. E.g., a specific and not
generally accessible envelope containing said data
must be contained in an employees personal file;

b. adopt measures to avoid abusive access to the em-
ployees’ data, including the implementation of
proper measures aimed at preventing illicit intru-
sions in the work premises or the illicit gathering
of data by other employees;

c. organise training activities for persons in charge of
the processing with a view to informing them: of
the risks applying to the data, the measures that
are available to prevent harmful events, the most
important features of personal data protection leg-
islation in connection with the relevant activities,
the potential issue of liability and the arrange-
ments to get updated information on the minimum
security measures adopted by the data controller;

d. adopt measures in order to ensure data integrity
and availability as well as protection of areas and
premises, insofar as they are relevant for the pur-
pose of keeping and accessing such data.

§ 7. Privacy rights of the employees.
The first guideline states that employers must pro-

vide proper information to employees before commenc-
ing the processing of their data. Art. 13 of the Italian
Code on privacy provides:

s That the data subject as well as any entity from
whom personal data are collected, shall be in-
formed, either verbally or in writing, and even in
the cases where the data subject’s consent is not
mandatory, the purposes and methods used in the
processing for which the data are intended.
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s The obligatory or voluntary nature of providing the
requested data; the consequences if (s)he fails to
reply.

s The entities or categories of entity to whom, or
which the data may be communicated, or who/
which may get to access the data in their capacity
as data processors, or persons in charge of the pro-
cessing, and the scope of dissemination of said
data; the privacy rights.

Secondly, employees may exercise the following
rights:

a. right of access to the data and to obtain confirma-
tion as to whether or not personal data concerning
them exist, regardless of whether such data has
been recorded in an intelligible form

b. the right to obtain update, rectifiy or, where inter-
ested therein, integration of the data;

c. the right to obtain erasure, anonymisation or
blocking of data that have been processed unlaw-
fully. Including data for which retention is unnec-
essary for the purposes for which they have been
collected or subsequently processed;

d. the right to object, in whole or in part, on legiti-
mate grounds, to the processing of personal data
concerning him/her, even though they are relevant
to the purpose of the collection.

The response provided by employers to the data sub-
ject shall include all the personal data concerning him/
her that have been processed. Unless the request con-
cerns either a specific processing operation – or specific
personal data – or categories of personal data.

Employees’ exercise of the above rights may be also
permitted with regard to data of non-objective charac-
ter on condition that it does not concern rectification of,
or additions to, personal evaluation data in connection
with judgments, opinions and other types of subjective

assessment, or the specification of policies to be imple-
mented, or decision-making activities by the data con-
troller.

With a view to effectively exercising the employees’
rights, employers shall take suitable measures in order
to;

s facilitate access to personal data by the data sub-
jects, even by means of ad hoc software allowing
accurate retrieval of the data relating to the indi-
vidual identified or identifiable data subjects;

s simplify the arrangements and reduce the delay for
the responses, also with regard to public relations
departments or offices.

Employers must provide employees with complete
answers, without limiting the response to the sole list of
the categories of information hold. Employers must an-
swer within 15 days from the receipt of the employees
request (the term is 30 days in cases of particular diffi-
culty in collecting the requested data).

The data may also be communicated to the request-
ing party verbally, or else displayed by electronic means
– on condition that the data are easily intelligible in
such cases (in the light of the nature and amount of the
information). The data shall be reproduced on paper or
magnetic media, or else transmitted via electronic net-
works, whenever this is requested.

It must be specified that the employees’ right of ac-
cess regards the data as a such and not the documents.
Accordingly, an employee cannot request the delivery
of documents, or categories of acts held by the em-
ployer. Nor can it be used for the creation of documents
not stored in the company’s databases or for different
aggregation of existing documents. In any case, if the
data retrieval is especially difficult, the response to the
employee request may also consist of producing or de-
livering copies of records and documents, which con-
tain the personal data in question.
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