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The international transfer of employees’ personal data is an issue for all
businesses operating inside and outside of the European Union. The

stringent requirements of E.U. data protection law mean that achieving
compliance is both lengthy and expensive for global businesses required to
send personal data from offices inside the Member States to offices abroad.

Our article from Miriam Wugmeister, Karin Retzer and Cynthia Rich at
Morrison & Foerster examines how the adoption of a code of conduct
approach to cross-border data transfers may help international companies
simplify their obligations in this regard. As the journal was going to press, the
Article 29 Working Party adopted a Working Document on this topic. A full
analysis of the Working Document and its implications will appear in the July
issue of World Data Protection Report.

Also the subject of cross-border data transfers and of particular interest to
U.S. companies with subsidiaries in the European Union, is our article on p. 21
from Shanti Atkins, Philip L. Gordon and Scott J Wenner of U.S. law firm Littler
Mendelson.

While data protection and privacy laws are relatively well-established in the
European Union, other countries are at an earlier stage in proceedings. Japan
has struggled to implement its new privacy law, though progress is now being
made. As the current Japanese Diet session comes to a close, David E. Case of
White & Case LLP reports on the situation to date.

Your comments and feedback on both this issue, and the journal as a whole
are welcomed. Please contact me at: nicholad@bna.com or by telephone on:
(+44) (0)20 7559 4807. I look forward to hearing from you and hope you find
June’s WDPR useful and informative.
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LEGISLATION & GUIDANCE

The New Japanese Personal Information Protection Law

By David E.Case,Associate,White & Case LLP Tokyo Office

Introduction

On May 23, 2003, the Japanese Diet passed five bills
relating to the protection of personal information (col-
lectively, the “New Privacy Law”). Passage by Japanese
lawmakers came only 10 weeks after Prime Minister
Koizumi’s cabinet finalised the bills on March 7, 2003.
The relatively quick passage was due to two important
agreements made between the ruling parties led by the
Liberal Democratic Party (“LDP”) and the four opposi-
tion parties led by the Democratic Party of Japan (“DPJ”).
First, the parties agreed to create (or have created by cer-
tain ministries) industry specific laws and regulations that
provide for a higher standard of care in handling Personal
Information (defined below) by companies in those in-
dustries. The targeted industries are the medical, finan-
cial credit, and telecommunications. Secondly, the New
Privacy Law is totally open to revision in three years.

But all has not been easy for privacy legislation in Ja-
pan. An earlier version of the same bill was left to expire
in the previous Diet session at the end of 2002 due to
widespread criticism that the freedom of journalists and
academics would be impaired. With modest changes to
those areas of the bill, the legislation flew through the
Diet in this current session. Nevertheless, passage of the
New Privacy Law marks only the beginning and not the
end of the privacy debate in Japan.

The New Privacy Law

The New Privacy Law seeks to regulate the use of
personal information by both government ministries
and entities, and private parties.1 Currently, the collec-
tion and use of personal information is minimally regu-
lated in Japan.2 The New Privacy Law’s stated objective
is to lay down the basic philosophy and governmental
policy regarding the proper handling of Personal Infor-
mation.3 But under the New Privacy Law, protecting
the rights and welfare of individuals is balanced with
recognition that excessive regulation or restrictions on
the use of Personal Information will forestall the adop-
tion of e-commerce business models and the use of on-
line transactions by companies. To appease various
opponents of the legislation prior to its passage, in its oral
and written communications, the Koizumi administra-
tion duly acknowledged that the protection of individ-
ual welfare and the protection of freedom of expression
were important aims of the legislation. Nevertheless, the
privacy legislation introduced by his cabinet was decid-
edly pro-business.

There are several key definitions of the New Privacy
Law. The first is the definition of Personal Information.
“Personal Information” ( Kojin Joho ) is defined as

information that relates to living individuals and which
can be used to identify specific individuals by name,date
of birth, or other description (including that which can
be easily compared with other information to identify
specific individuals).4 A collection of Personal Informa-
tion structurally constituted so as to permit specific Per-
sonal Information to be easily retrieved electronically is
called Personal Data (Kojin Deta).5

A person or business that uses Personal Information in
a business operation is called a “Business Handling Per-
sonal Information” (Kojin Joho Toriatsukai Jigyo-sha). The
phrase is a little ungainly in English,but it works in Japa-
nese. I will refer to a “Business Handling Personal Infor-
mation” as a “BHPI”.The definition of a BHPI is not as
broad as a “controller”under the E.U.Privacy Directive.
The definition of a BHPI expressly excludes:
� organs of the national government;
� local public entities;
� certain independent administrative corpora-

tions; and
� “persons designated by government ordinance

as being little or no threat to the rights or wel-
fare of individuals from the standpoint of the
quantity of Personal Information handled and
the method of use”.6

Finally, the specific individual identified by Personal
Information is called a “Principal” (Hon-nin).7

Features of the New Privacy Law

The version of the privacy legislation that was left to
expire in December 2002 included a set of basic princi-
ples or mores regarding the collection, handling and use
of Personal Information. The basic principles provided
that Personal Information be:
� used to the extent necessary to achieve a specific

and appropriate purpose;
� acquired through a legal and appropriate manner;
� held in correct and current form;
� handled with safety and care; and
� handled in a way that the underlying person

shall be involved in the handling process.
The lofty aims contained in these basic principles

were deleted from the New Privacy Law. Instead, the
New Privacy Law addresses these same matters without
a lengthy introductory basic principles section. A sum-
mary of the major topics of the New Privacy Law follows.

Covered Persons and Entities
The New Privacy Law applies to any BHPI that col-

lects, handles or uses Personal Information. Persons and
companies with less than 5,000 records fall outside the
law’s coverage.8 One of the rationales behind this
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de minimus exemption was to permit salesmen, small
shop owners and delivery trucks, etc., that have pro-
grammed into their car navigation systems customer
name, addresses and telephone information to continue
to use such information without having to go back to
each customer with notice of what data has been col-
lected and how it will be used.

Purpose of Use

A BHPI must specify to the extent possible its in-
tended purpose of use in the collection and handling of
Personal Information (its “Purpose of Use”). Its actual
use may not exceed a scope reasonably recognised as
having an appropriate connection with the original
Purpose of Use9 and the BHPI may not collect Personal
Information beyond that which is necessary to achieve
the consented Purpose of Use.10 If a BHPI changes its
Purpose of Use, it must either directly notify the Princi-
pal or publicly announce its revised Purpose of Use.11

Notice

Fundamentally, the New Privacy Law codifies the
opt-out system that has heretofore informally existed in
Japan. When acquiring Personal Information, a BHPI
must promptly notify the Principal of, or publicly an-
nounce, the Purpose of Use, except where that Purpose
of Use has already been publicly announced.12 The gen-
eral standard is that the BHPI must either directly
inform the Principal or place the Principal in circum-
stances where the identity of the BHPI, the Purpose of
Use and BHPI contact information can be easily learned
by the Principal.13 BHPIs are also obligated to draft and
publicly announce a privacy policy.14 Most Japanese li-
censed attorneys familiar with the New Privacy Law be-
lieve that the “except where that Purpose of Use has
already been publicly announced” portion of Article
18(1) may be satisfied, depending on the situation, by
publicly announcing such changes in a privacy policy on
a website,by letter or by announcement in a newspaper.

If Personal Information is collected in connection
with execution of a contract or other document such as
an electronic form or record, the BHPI must disclose its
Purpose of Use to the Principal in advance of such col-
lection.15 Nevertheless, Article 18(4)(ii) states that a
BHPI need not inform the Principal of its Purpose of
Use if the BHPI fears that its rights or fair profits will be
harmed by such notification or by public announcement
of the Purpose of Use.

Accuracy and Disclosure

A BHPI must diligently maintain Personal Data in an
accurate and up-to-date form to the extent necessary to
achieve its intended Purpose of Use.16 Principals have a
right to request disclosure of their Personal Data held by
the BHPI and to request corrections.17 The BHPI may
establish the process and procedure by which Principals
may request Personal Data. However, Personal Data
need not be corrected by a BHPI if the cost or expense is
excessive. If the BHPI chooses not to correct the data, it
must implement some safeguard to protect the welfare
of the Principal.

Security
A BHPI must adopt measures to prevent unauthor-

ised disclosure, loss or destruction of Personal Informa-
tion within its control.18 It must also provide necessary
and appropriate supervision of employees who have ac-
cess to Personal Information so as to achieve control of
security of the Personal Information.19 Under the Japan
Civil Code as well as the New Privacy Law, a BHPI
would remain liable for the conduct of its service pro-
viders or subcontractors. A BHPI must provide neces-
sary and appropriate supervision of the service provider
so as to maintain control and security of the Personal
Data that has been outsourced.20

Onward Transfer
As a general rule, Personal Information may not be

sent to a third party without the prior consent of the
Principal.21 A BHPI’s service provider or subcontractor,
a successor in interest,or a BHPI that jointly owns or has
rights in the Personal Information is excluded from the
definition of a third party.22 In addition, unlike the E.U.
Privacy Directive, the New Privacy Law does not place
any special conditions or obligations on BHPIs when
they use service providers or sub-contractors outside of
Japan. Delegating some function such as data input or
data processing to service providers or sub-contractors
located outside of Japan does not require any special
consent from the Principal, the use of any government
approved agreements or notification to a Japanese gov-
ernment office or ministry. Transmission of Personal In-
formation to a third party without the consent of the
Principal is permitted to fulfill a contractual obligation.
For example, a department store could send Personal In-
formation to a shipping company in order for goods
purchased by the Principal to be delivered.

Principals may demand that a BHPI cease using its
Personal Data or that a BHPI stop providing Personal
Data to a third party, but in either case, a BHPI may re-
fuse such request if the cost or expense to do so is exces-
sive. If the BHPI refuses, it must implement substitute
measures to protect the rights and welfare of the Princi-
pal.23 No standard or identification of what rights of the
Principal are stated.24

Penalties
Finally, the New Privacy Law has civil and criminal

penalties ranging from admonishment orders, to fines of
¥100,000 to ¥300,000, and criminal sanctions.25 Pen-
alties were absent from the previous version of the law
and this was a source of much criticism.

While no one can be sure how Japanese courts will
interpret the provisions of the New Privacy Law, it is
important to note that the obligations and restrictions
placed on BHPIs are not as stringent as under, for exam-
ple, the E.U. Privacy Directive. For example, if a BHPI
changes its Purpose of Use, it must either directly notify
the Principal or publicly announce its revised Purpose
of Use.26 It is currently unclear whether posting a re-
vised privacy policy on a website would be sufficient
notice under the New Privacy Law, but that may very
well turn out to be the case. Another example is that a
BHPI must diligently maintain Personal Data in an
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accurate and up-to-date form to the extent necessary to
achieve its intended Purpose of Use.27 The New Privacy
Law does not require that accuracy be maintained to the
extent necessary to protect the welfare of the affected
Principal. There is also no restriction on where data
may be transferred to and no special disclosure require-
ments in the event a BHPI uses service providers to
process data on its behalf. BHPIs may also use service
providers located outside of Japan without any addi-
tional oversight or conditions.

What Is Not Included in the New Privacy Law
To understand the scope of the New Privacy Law it is

as important to understand what is not in the legislation
as what is in it.On March 28 and April 3, 2003, the four
opposition parties led by the DPJ disseminated their
own views on the New Privacy Law (still in bill form at
the time) and proposed their own privacy legislation.
The following proposals made by the DPJ in their pri-
vacy bill were not included in the New Privacy Law.

Independent Oversight
The DPJ proposed that a Personal Information Pro-

tection Committee be created as an external organ to
the Cabinet Office. The committee would have been
independent from the Prime Minister’s office and oper-
ated similarly to the Japan Fair Trade Commission. The
role of the Personal Information Protection Committee
would have been to issue warnings to BHPIs in the
event of suspected violations in handling Personal In-
formation.Because the establishment of an independent
body was rejected, as of today, there is no Japanese gov-
ernment agency specially assigned the task of enforcing
the New Privacy Law.

Individual Control
The DPJ declared in its press release that provisions in

the LDP’s proposed privacy bill regarding the right of
individuals to control information about themselves
were unclear and insufficient. The DPJ believed that by
creating a Personal Information Protection Committee
the rights of individuals to control information about
themselves (i.e., with the actual individual involved in
the collection, use and disclosure to a third party of such
Personal Information, along with other personal rights
and interests) would be stronger. Instead of the opt-out
system formalised by the New Privacy Law, the DPJ’s
privacy legislation would have decidedly shifted control
of Personal Information to the Principal and perhaps
even created an opt-in framework. The fundamental
principle that an individual controls his or her data was
rejected in the current form of the New Privacy Law.

Sensitive Data
The DPJ’s privacy bill stipulated within its basic prin-

ciples that the handling of certain sensitive information
by BHPIs must be carried out with extreme caution.
Specifically, in principle, without the prior consent of
the individual to which such information belongs,
BHPIs would not have been permitted to handle the
information regarding beliefs and religious faith, medi-
cal information, welfare payment records, criminal re-

cords, race, ethnicity, social status, place of birth or do-
micile of origin. No such distinction regarding the type
of Personal Information being handled by BHPIs is
made in the New Privacy Law.

Conclusion
The privacy battle in Japan, at least for this current

Diet session which ends in the middle of June, is at a
rest. But future battles will be waged as industry specific
legislation is drafted by the ministries charged with spe-
cific industry oversight.Commentators here believe that
the first ministry out of the gate with a framework for
its industry may set a standard that other ministries will
be forced to follow. As a result, companies who exten-
sively use or rely upon their customer’s Personal Infor-
mation to do business are already approaching Ministry
officials with their concerns and suggested resolutions.
1 This article focuses only on the portions of the New Privacy Law

applicable to private parties.
2 Other laws that protect privacy include the law governing com-

puterised processing of personal information by administrative
agencies (Law No. 95, which became effective on October 1,
1989); see also Specified Commercial Transaction Law “SCTL”,
Law No. 57, 1976, Art. 11 regarding unsolicited e-mail and di-
rect marketing laws and regulations.

3 New Privacy Law (“NPL” at) Article 1.
4 NPL at Article 2(1).
5 NPL at Article 2(2).
6 NPL at Article 2(3). Under Articles 4, 5 and 6, public authorities

have a duty to draft and execute measures necessary to secure
the appropriate handling of Personal Information according to
the characteristics of the regions under the jurisdiction of such
local public authorities.

7 NPL at Article 2(6).
8 This exemption, not yet finalised, will ultimately take the form of

a Cabinet Order (seirei) but will not be officially adopted until a
public notice and comment period is complete.

9 NPL at Article 15.
10 NPL at Article 16(1).
11 NPL at Article 18.
12 NPL at Article 18(1).
13 NPL at Article 24.
14 NPL at Article 43.
15 NPL at Article 18(2).
16 NPL at Article 19.
17 NPL at Articles 25 and 26.
18 NPL at Article 20.
19 NPL at Article 21.
20 NPL at Article 22.
21 NPL at Article 23.
22 NPL at Article 23(4).
23 NPL at Article 27.
24 Generally, the provisions of the New Privacy Law do not apply

to a BHPI’s use or disclosure of Personal Information if pursuant
to a law, ordinance or official order, or if necessary for the pro-
tection of human life, safety, or property, or if necessary in to
improve public hygiene or promote the health of children, pro-
vided in both cases only when it is difficult to obtain the consent
of the Principal. See, e.g., NPL at Article 16(3).

25 NPL at Article 56-59.
26 NPL at Article 18.
27 NPL at Article 19.

David E. Case is a senior associate in the Tokyo Office of
White & Case LLP practicing in the area of intellectual prop-
erty licensing, litigation and acquisition. He currently serves as
the Co-Chair of the Privacy Law Task Force of the American
Chamber of Commerce Japan. Qualified in New York, U.S.
and in Japan as a Gaikokuho Jimu Bengoshi. He can be
reached at dcase@tokyo.whitecase.com or 81-3-3259-0149.
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Codes of Conduct:
The Solution For International Data Transfers?

By Miriam H. Wugmeister, Karin G. Retzer and
Cynthia J. Rich, Morrison & Foerster

In its long-awaited Report on the implementation of the
Data Protection Directive 95/46/EC,1 which was pub-
lished on May 15, 2003, the European Commission re-
cognises the enormous difficulties that companies are
facing when transferring data on a global basis. E.U.
Member States’ laws governing cross-border transfer
are complex, burdensome, and, often contradictory.
Compliance with these regulations can be a Herculean
task, involving considerable time and expense.

Rather than being forced to satisfy diverging rules
for transferring data on a country-by-country basis,
more and more companies are pushing for the devel-
opment of global codes of conduct that would govern
their global data processing practices and at the same
time facilitate all their international data transfers. In
the Report, the European Commission now too is en-
couraging industry and Member States to experiment
more widely with a code of conduct approach to
cross-border data transfers.

Rules on Cross-Border Data Transfers

The Directive2 restricts cross-border transfers to third
countries that have been found to ensure an “adequate”
level of protection (Article 25). To date, the European
Commission has deemed adequate the laws of Canada,
Hungary, and Switzerland, as well as the U.S. safe harbor
principles. An adequacy finding with respect to the Ar-
gentine data protection legislation is under way. While
the Commission continues to assess laws in other coun-
tries, it has made clear in various public statements that it
does not have the resources to issue “adequacy deci-
sions” more frequently.

For those countries that are not covered by a “ade-
quacy decision”, data transfers can only take place if one
of several conditions are met (Article 26 of the
Directive):
� the individual to whom the data relate (the data

subject) has provided unambiguous consent to
the transfer;
� a contract with the organisation receiving the

data has been established;
� the transfer is necessary for the performance of a

contract between the data subject and the or-
ganisation exporting the data;
� the transfer is necessary for the performance of a

contract concluded in the interest of the data
subject;
� the transfer is necessary or legally required on

important public interest grounds, or for the es-
tablishment, exercise or defence of legal claims;
� the transfer is necessary in order to protect the

vital interests of the data subject; or

� the transfer is made from a register which, ac-
cording to laws or regulations, is intended to
provide information to the public and which is
open to consultation either by the public in
general or by any person who can demonstrate
legitimate interest.

Despite the fact that the Directive provides a means
for transferring data to non-adequate countries, the di-
vergent implementations of the Directive among Mem-
ber States makes it virtually impossible for companies to
select a single safeguard to protect the data as they trans-
fer data out of the European Union. For example, the
transfer of personal data based on consent of the data
subject may be restricted to non-employee data situa-
tions in many Member States.3 In addition, the “neces-
sary to complete the contract between the controller
and data subject” basis for transfers has been interpreted
narrowly in some Member States, which limits its us-
ability.4 The end result is that companies must analyse
and satisfy fifteen different standards for transferring
data, thus defeating the harmonising intent of the Direc-
tive.5 The European Commission acknowledged this
difficulty in its Report, and stated “More work is
needed on the simplification of the conditions for inter-
national transfers.”

The Directive’s rules on cross-border data transfers
have influenced heavily the development of other coun-
tries’ rules in this area. Argentina, Brazil, and Mexico in
Latin America and Australia, Malaysia, South Korea,
Taiwan, and Thailand in the Asia-Pacific Rim have ei-
ther adopted or are considering adopting legislation that
would impose varying degrees of restrictions on
cross-border transfers. In addition, E.U.-style cross-bor-
der restrictions have been or will be implemented in the
near future by all of the New Member States, i.e., Cy-
prus, Czech Republic, Estonia, Hungary, Latvia, Lithua-
nia, Malta, Poland, Slovakia, Slovenia, (anticipated
population of 75 million).

Codes of Conduct:
An Alternative Approach

Given the growing number of cross-border data
transfers, the idea of relying on global rules for all
cross-border data transfers is attractive.The code of con-
duct concept is a simple one. Related companies doing
business in multiple E.U. Member States would apply
just one set of rules to govern their data transfers from
within the European Union to outside the E.U. rather
than 15 different rules that comply with the specific re-
quirements of each of the 15 Member States. Com-
panies could also draft these codes so that they comply
with the privacy rules in non-E.U. countries.

What the Directive Says
about Codes of Conduct

The Directive clearly provides for the use of codes of
conduct.To contribute to the proper implementation of
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the Directive at the national level, Article 27 of the Di-
rective directs the Member States and the Commission
to encourage the development of codes of conduct.
Member States are required to facilitate the approval
procedure of draft codes and amendments or extensions
to existing codes prepared by trade associations and
other bodies. Organisations representing certain indus-
try sectors, and established in multiple Member States,
may submit draft Community codes, and amendments
or extensions to existing Community codes, to the Arti-
cle 29 Working Party to determine whether the drafts
comply with the Directive.

The extent to which companies can use codes of
conduct as a means to transfer data globally within their
organisations is unclear, however. Codes of conduct are
not expressly mentioned in the sections of the Directive
that addresses data transfers to third countries (Articles
25 and 26).Article 26, as explained above, establishes the
safeguards, which must be in place for a Member State
to authorise transfers to third countries that do not pro-
vide an adequate level of protection. Member States are
authorised to approve such transfers, provided the ap-
propriate legal bases have been satisfied, and if the or-
ganisation provides evidence that it has adequate
safeguards in place to protect the data. Contractual
clauses are cited as an example (“in particular”) of such
safeguards and traditionally have been the most com-
mon way of providing the required “adequate protec-
tion,” but the wording of Article 26 (2) suggests that
codes may be equally provided by other means, i.e.,
codes. Unfortunately Article 26(4) is silent about
whether the Commission has the right to approve
“standard codes of conduct” similar to the right of the
Commission to approve standard contractual clauses.

Growing Support for Codes of Conduct
The Commission and some Member States support

the idea of codes of conduct as a means to facilitate data
transfers. During his closing remarks at the 2002 data
protection conference,6 Commissioner Bolkestein ac-
knowledged that the promotion of self-regulatory ap-
proaches and in particular codes of conduct can
contribute to the free movement of personal data and
that the idea that approval by one data protection au-
thority should in principle work in all Member States
needs to be pursued. Some data protection authorities
believe that self-regulatory codes of conduct could serve
as a simple and effective means to achieve adequacy.
Moreover, in the case of Germany, section 4 (c) of the
German Data Protection Act expressly provides for the
possibility to legitimise international data transfers via
binding company rules.

The primary obstacle to using codes of conduct is
that there is no streamlined mechanism for approving
enterprise-wide codes.During the 2002 conference, the
Commission was urged by some in industry to ensure
that any proposal it makes to revise the Directive in-
cludes a proposal that expressly allows the Commission
to approve such enterprise-wide codes of conduct in a
streamlined manner. Such a proposal also should allow
individual Member States to approve codes of conduct

under their own law and for those codes then to receive
mutual recognition throughout the E.U.Member States.
Mutual recognition of codes would eliminate the need
for some adequacy rulings and help alleviate the Euro-
pean Union’s already over-taxed system for issuing ade-
quacy decisions.Alternatively,Member State authorities
could institute co-operation mechanisms to facilitate
the needs of multinational companies with establish-
ment in several jurisdictions.

Experimenting with Codes of Conduct

To date, the Dutch Data Protection Authority
(“DPA”) has approved fifteen codes of conduct, mainly
in the financial services, pharmaceutical, and direct mar-
keting services sector, that can be used to satisfy national
requirements for the processing of personal data. These
codes are used to promote compliance with sector spe-
cific data protection requirements. To our knowledge,
these rules have not been used for the purpose of satisfy-
ing requirements imposed on transfers to non-adequate
third countries.

Discussions about the use of corporate codes of con-
duct specifically for cross-border data transfers are un-
derway, however. The Dutch DPA is discussing with
Royal Dutch/Shell Group of Companies the use of a
corporate code of conduct to facilitate the transfer of
human resources data from Shell’s headquarters in the
Netherlands to its 2,200 subsidiaries in 140 countries.
The project would involve approval of the Shell code,
and co-operation between the authorities in the Neth-
erlands and the United Kingdom.

DaimlerChrysler has obtained approval from the
German authorities for its Code of Conduct for Human
Resources. The authorities have found that the condi-
tions stipulated in the codes under which personal data
can be transmitted between countries provide sufficient
protection throughout the group and therefore allow
transfers of data outside of the European Union without
additional safeguards.

The hope of these DPAs is that once the process
starts, other DPAs might follow. There also have been
discussions with these DPAs about the possibility of mu-
tual recognition of codes that are compliant with the
laws of the country in which the data controller has a
“centre of activities”. Acceptance of this concept is not
expected in the short term, however. The more likely
approach will be to experiment with co-operation
mechanisms between a limited number of DPAs.

Article 29 WP –
Lack of Consensus on Codes

During the April meeting of the Article 29 Working
Party, codes of conduct were discussed but no agree-
ment was reached on EU-wide codes of conduct. (Only
11 Member States refer expressly to codes of conducts
in their national laws implementing the Directive, and
approaches to codes differ from Member State to Mem-
ber State.) Some members of the Article 29 Working
Party appear either opposed or at best lukewarm to the
idea of using codes of conduct. Further discussion is
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likely to remain on hold until these differences of opin-
ions are resolved.

Although some representatives in the DPAs and the
Commission believe that Article 26 of the Directive al-
lows single sets of rules to serve as a legal basis for inter-
national transfers, the Commission is not expected to
push right away for E.U.-wide codes. Lack of Member
State political will and the lack of consensus within the
Article 29 Working Party are to blame. It appears that
the Article 29 Working Party will continue the discus-
sion and a working document that outlines its initial
views on codes of conduct or binding corporate rules is
expected to be published soon. Companies should take
this opportunity to voice support for codes and identify
potential problems and solutions.

Conclusion
While the development of a code of conduct ap-

proach to data protection and cross-border transfers will
not happen overnight, a code of conduct approach holds
promise for global companies looking to simplify and fa-
cilitate their cross-border transfers. Experimentation
with codes at the Member State level is likely to con-
tinue for some time, though, before action on an
E.U.-wide basis is taken. Companies interested in ex-
ploring and promoting the use of codes should take the
opportunity to voice their support for codes of conduct
and identify potential problems and solutions directly to
the Member State data protection authorities and gov-
ernment policy makers, the Commission, and the Arti-
cle 29 Working Party. When the Article 29 Working
Party issues its working document on codes of conduct,
companies should review its conclusions carefully and,
may make their views known, either on an individual
basis or through trade associations or other business
groups directly to the Working Party, the Commission,
and/or the Member States.Continued expressions of in-
terest in pursuing this and other innovative solutions to
global data transfers will add to the growing momentum
for change in the global privacy/data protection field.

1 First report on the implementation of the Data Protection Direc-
tive (95/46/EC) of May 15, 2003, COM (2003) 265 final, available
at http://europa.eu.int/comm/internal_market/privacy/lawreport_en.htm.

2 Directive 95/46/EC of the European Parliament and of the
Council of October 24, 1995 on the protection of individuals
with regard to the processing of personal data and on the free
movement of such data, Official Journal L. 281, 23/11/1995
p. 0031-0050 (1995).

3 Many data protection authorities are of the opinion that em-
ployees do not have the necessary freedom to consent meaning-
fully to the transfer of such data because of their inherent
dependence on their employers. See Article 29 Data Protection
Working Party Opinion 8/2001 on the processing of personal
data in the employment context, September 13, 2001 available
at: http://europa.eu.int/comm/internal_market/en/dataprot/wpdocs.

4 For example, German commentary suggests that the criteria
“necessary” for the performance of the labor contract had a
meaning of “indispensable;” see Wolfgang Däubler: Internet und
Arbeitsrecht, 2001, p. 143.

5 The only uniform method of complying across the E.U. is with
standard clauses/model contracts. If a global company, however,
elected to utilise model contracts to transfer data among affili-
ates, it is perfectly possible that it would have to enter into hun-
dreds of contracts which would be administratively burdensome
and complex.

6 See Commissioner Bolkestein’s closing speech at the 2002 data
protection conference, available at http://europa.eu.int/comm/
internal_market/en/dataprot/lawreport/programme_en.htm

Miriam Wugmeister, a partner in the New York office of
Morrison & Foerster, may be reached at wugmeister@
mofo.com; Karin Retzer, an associate in the Brussels office,
may be reached at kretzer@mofo.com; and Cynthia Rich, a
legal analyst in the Washington, D.C. office, may be reached at
crich@mofo.com.

Editor’s Note: The Article 29 Working Party has recently
adopted (on June 3, 2003) a document entitled, “Working
Document on Transfers of Personal Data to Third Countries:
Applying Article 26 (2) of the E.U. Data Protection Directive
to Binding Corporate Rules for International Data Transfers”
(dealing with so-called company “codes of conduct”). The doc-
ument is available on the DG Internal Market’s website, at
www.europa.eu.int/comm/internal_market/privacy/docs/
wpdocs/2003/wp74_en.pdf

Implementation of the Privacy and Electronic Communications
Regulations in the U.K

By Paula Barrett, a Partner in the IT and E-Commerce
Group of Eversheds.The author specialises in data security and
online liability issues and may be contacted on tel:+44 (0)113
243 0391; or at: paulabarrett@eversheds.com

Following the adoption in July 2002 of the Elec-
tronic Communications Privacy Directive, (Directive
2002/58/EC), the United Kingdom is required to enact
implementing legislation into U.K. law by October 31,
2003. In anticipation of this, the U.K.’s Department of
Trade and Industry (DTI) commenced consultation on
implementation of the proposed Privacy and Electronic
Communications Regulations 2003 on March 27, 2003
with comments to be submitted to the DTI by June 19,
2003. The Directive both updates and replaces the cur-
rent Telecoms Data Protection Directive 97/66/EC to
encompass new forms of electronic communication

network technologies, in particular Short Messaging
Service (SMS) and e-mail communications.

How the Directive will Affect U.K.
Businesses

The Directive will apply to businesses:

� using unsolicited e-mails or SMS when under-
taking direct marketing;

� collecting data about customers through the use
of website cookies or other information track-
ing devices;

� processing “traffic data” from an electronic
communications network for billing purposes
or to market communications services.

WORLD DATA PROTECTION REPORT

8
06/03 Copyright © 2003 The Bureau of National Affairs, Inc. WDPR ISSN 1473-3579

8
C:\JOURNALs\Wdpr\2003\Jun\WDPR0603.vp
17 June 2003 16:33:59

Color profile: Generic CMYK printer profile
Composite  133 lpi at 45 degrees



Corporate Subscribers
The Consultation Document invites views on the

distinction made between individual subscribers and
corporate subscribers. The Directive requires Member
States to specifically create rights for individuals in cer-
tain areas but gives them freedom to decide how to ac-
commodate corporate subscribers. This prevents
safeguards, which are in place for individual subscribers,
unnecessarily burdening larger business. As English law
considers partnership as a natural rather than a legal per-
son, large partnerships could benefit from the safeguards
attached to individuals. The Consultation Document
therefore questions how the individual/corporate sub-
scriber distinction should be managed.

“Opt-in” Requirement
The Directive will make it a legal requirement for

businesses to obtain consumers’ prior consent to the use
of details provided by them before sending unsolicited
direct marketing in the form of e-mails or SMS mes-
sages. The good practice guidelines concerning e-mail
and SMS advertising suggested in the recently published
4th edition of the Committee of Advertising Practice’s
Code on Direct Marketing will therefore be given legal
force.

Existing Customers
Direct unsolicited marketing to existing customers

who have made previous purchases will not require
prior consent, providing those details were obtained
through a “sale” of a product or service. Unsolicited
marketing to potential customers’ who have simply reg-
istered interest in being kept informed about products
and promotions is unlikely to sufficiently constitute a
“sale”. Businesses must inform consumers at the time of
purchase about the potential use of consumers details for
the purpose of future marketing and have given the
consumer the opportunity to object to use of their de-
tails in this way. Additionally, customers must be given
the opportunity to object to future marketing occurring
following each subsequent marketing e-mail or SMS
message.

“Similar Products”
Any marketing undertaken must be in respect of

“similar products” to the product purchased when the
customer originally provided their details. The concept
of a “similar product” remains unclear but may prevent a
business marketing a substantively new and different
product range, which has little or no connection with
the product originally purchased. The customers’ details
may also only be used by the same entity to whom they
were originally given. Although this reflects current
practice under the U.K. data protection regime, it may
affect the “sharing” of customer lists between group
companies.

Cookies and Similar Devices
Businesses using any type of cookie or other software

tracking device, which identifies, monitors or stores infor-
mation will be required to clearly and comprehensively

inform consumers of their use and allow them the op-
tion to decline access to a site regardless of whether the
cookies process information. The consultation seeks
views on:
� whether this requirement should apply to all

cookies or only those which process personal
data;
� how businesses using cookies should inform

Internet users about their use of cookies and
how the opportunity to refuse cookies should
be presented to subscribers;
� whether the Regulations should make specific

reference to the ability of a user to override a
subscriber’s consent, for example in relation to
shared network systems where an employee of a
corporate subscriber could disable or block a
cookie of the subscriber which prevents the
functioning of the programme.

Access to an alternative cookie-free site will not be
necessary if use of cookies is essential to the online ser-
vice(s) being provided or a “legitimate purpose” of the
website such as to monitor the identity of users engaged
in online transactions.

It is likely that businesses will be required to publish
cookie statements, which may form part of an online
privacy statement. Where businesses use cookies to pro-
cess personal data then any processing must be done in
accordance with the Data Protection Act’s requirements
on fair processing of personal data.

Other Provisions

The Directive will enable subscribers to access pub-
licly available directories of electronic communications
services, to decide whether or not they wish to be in-
cluded in such directories and if so, choose the extent
of subscriber personal data to be included. Consumers’
consent will also have to be obtained for inclusion in
“reverse search function” directories, popular in Euro-
pean countries, which allow a subscriber’s name and
address to be obtained through entering their tele-
phone number. Businesses, in particular mobile phone
operators, will additionally require customers consent
to provide “value added services” or advertising de-
pendent upon the location of the user’s terminal
equipment, such as the provision of traffic guidance
services to drivers, weather forecast or tourist informa-
tion.Before consent is given, the data processing impli-
cations must be explained to the consumer, who must
be allowed to subsequently withhold consent.

Network and service providers will also be required
to safeguard the security of their networks and to in-
form subscribers of any particular security risks and
the remedies being addressed to manage risk such as
informing subscribers about their use of encryption
technology.

Enforcement and Sanctions

The Information Commissioner will be responsible
for enforcement of the Directive’s provisions in the
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United Kingdom. This may result from a complaint or
on his initiative. Close liaison with regulatory agencies
such as OFCOM (Office of Communications) is ex-
pected. Following a breach of the legislation, an En-
forcement Notice may be issued or further information
requested through an Information Notice. A fine may
be imposed for breach of an Enforcement Notice to-
gether with the damage to business reputation and
goodwill, which may ensue as a result. Alternative sanc-
tions, similar to those available to OFCOM under the
new Communications Act, are expected to be intro-
duced including the direct imposition of fines up to
£5000, the seeking of injunctions to ensure the terms of

an enforcement notice have been complied with and
potential criminal liability.

All businesses should now consider compliance with
the Directive. Following closure of the consultation pe-
riod on June 19, 2003 and considering points raised in
that consultation, final implementing Regulations are
expected to be published in August 2003.This will allow
a period of familiarisation to follow before the deadline
set for implementation of the Directive of October 31,
2003.

A copy of the Consultation Document and further
information can be found at: www.dti.gov.uk/cii/regula-
tory/telecomms/telecommsregulations/comms_dpd.shtml

Privacy and the Media after the U.K. Human Rights Act

By Sarah Monk, Berwin Leighton Paisner, London. The
author may be contacted at: sarah.monk@blplaw.com

It has been almost three years since the implementation
into U.K. domestic law of the European Convention on
Human Rights in the form of the Human Rights Act
(“HRA”). Arguably, the two Articles which have caused
the most debate are Article 8 (respect for private life) and
Article 10 (freedom of expression). Nowhere is this ten-
sion more apparent than in the competing interests of ce-
lebrities, who seek to keep details of their private life
confidential; and the press, who seek to profit from pub-
lishing such details.Guidance for the press in this complex
area has come from the Judiciary, the Press Complaints
Commission and the Department of Culture, Media and
Sport. However, commentators have voiced concern that
clear guidelines need to come from the Legislature, not
from piecemeal Judge-made law or from a self-regulating
body, which lacks the power to prevent a tabloid from
publishing a story. Recent cases have developed some
guidelines but have they gone far enough to avert the
need for privacy legislation?

The Cases
It is important to note that since the implementation of

the HRA, only a handful of claims involving press intru-
sion into privacy have gone to court and indeed all of these
cases were brought by celebrities. This highlights the nar-
row application of Article 8 and a so-called privacy law to
ordinary people,who cannot afford costly litigation.To add
to the ambiguity,Judges appear to be broadening the law of
confidentiality in an attempt to circumvent a law of privacy.
The three cases highlighted below have laid down some
guidelines for the press in these circumstances.

R on application of Anna Ford v. Press
Complaints Commission

The newsreader, Anna Ford, complained to the Press
Complaints Commission (“PCC”) that long-lens pho-
tographs taken of her on a beach and published in the
Daily Mail and in OK! magazine constituted an invasion
of her privacy and breached clause 3(ii) of the PCC
Code, which provides that taking photos of people in
private places without consent is unacceptable. The

PCC rejected her complaints and Ms Ford sought a ju-
dicial review of the decision. In upholding the decision
of the PCC (although his task in this case was not to de-
termine if Ms Ford’s rights to privacy were infringed)
Mr Justice Silber commented that what would consti-
tute an infringement of privacy is a matter of personal
judgment and not an area on which the courts are well
equipped to adjudicate. Rather, the PCC is a body
whose membership and expertise makes it better
equipped than the courts to resolve the difficult exercise
of balancing the conflicting rights of an individual’s pri-
vacy and those of the newspapers’ to publish. The
threshold laid down in justifying interference by the
court in a decision of the PCC is that it must be “clearly
desirable to do so”.The court held that this was not such
a case for intervention, as the PCC had ample material,
which entitled them to reach the decision on whether
the particular beach was a place where Ms Ford had “a
reasonable expectation of privacy”. As the Anna Ford
ruling shows, clause 3(ii) is interpreted as implying that
taking long-lens photographs of people in public places
is permissible.

A v. B & C

The Court of Appeal in this case allowed an appeal by
a newspaper to publish details of a footballer’s extra-
marital affairs. The first instance Judge granted an in-
junction preventing publication and held that the pro-
tection of confidentiality should, in the context of
modern sexual relations, also be applied outside mar-
riage. The Court of Appeal decided that the case prop-
erly falls outside the limits of what should be regarded as
confidential. The Court confirmed that applications for
injunctions pending a full trial in cases of breach of con-
fidence now have to be considered in the context of Ar-
ticles 8 and 10; and that the importance of the latter has
been enhanced by section 12 of the HRA. The Court
emphasised that in striking the right balance between
freedom of speech and privacy, Courts must recognise
that any interference with publication has to be justified,
whether or not there is a public interest in the story.
However, the greater the public interest, the less willing
the Court will be to ban the publication. Finally, the
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Court in A v.B & C also said that this was not the correct
forum for such disputes. The Lord Chief Justice stated,
“Courts should not act as censors or arbiters of taste”,
but instead this should be the remit of the PCC.

This decision was also supported by judgments around
the same time in the Jamie Theakston and Naomi Camp-
bell privacy cases. The guidance coming through from
these cases is that celebrities who court publicity may
compromise their rights to privacy and that cases of press
intrusion are better dealt with by the PCC than by the
Courts.However, critics of the PCC have argued that it is
not the correct body to decide upon fundamental human
rights, such as privacy. A further theme running through
these cases is that Judges have shied away from confirming
that a law of privacy is emerging.

Probably the cruellest example of the need for a pri-
vacy law for cases that fall outside the laws of confidence
is that of Gordon Kaye, lying seriously ill in hospital and
photographed by paparazzi. Since then, given the am-
bivalence of the Government to intervene, many celeb-
rities had hoped for a case that would press the Judiciary
into taking action in recognising an individual’s right to
privacy.

Douglas v. Hello!

The Court handed down its long awaited judgment
in this case in April 2003. At issue was whether the
Douglases have rights to confidentiality and/or privacy
recognised in this country and whether, in publishing
unauthorised photographs of their wedding, Hello! in-
fringed those rights.

The Judge accepted the evidence of the Douglases that
they entered into an agreement with OK! magazine,
Hello! magazine’s rival, in order to control the images that
were published from their wedding, rather than to earn a
substantial sum for their publication.The Douglases took
steps to ensure that security at their wedding in Novem-
ber 2000 was as tight as possible.Coupled with the exclu-
sive deal with OK! magazine, they hoped that this would
dissuade other magazines and paparazzi from taking and
publishing unauthorised photographs.

However,unbeknown to the Douglases and to OK!, a
photographer managed to outfox the security measures
and take a number of poor quality photographs, which
ultimately ended up in the hands of Hello! As soon as
this was discovered, the Douglases and OK! went to
Court to obtain an urgent injunction to prevent Hello!
from publishing the photographs in a competing issue.
The application, although successful at first instance,was
discharged on appeal.As a result, the offending issue was
eventually published in direct competition with the
issue of OK! that contained the set of authorised photo-
graphs. The Appeal Court, on discharging the injunc-
tion, placed particular weight on the balance of
convenience weighing in favour of publication by Hello!,
due to the loss they would suffer if the issue was not
published. On holding that the Douglases would still be
able to pursue claims in damages, the Appeal Judges in-
dicated that there was arguably a right to privacy under

English law,which could step in where the law of confi-
dence failed to protect an individual.

This was the first judicial confirmation of an emerg-
ing law of privacy.

Fast forward to the trial in 2003. The Douglases
claimed on a number of bases, the most important being
breach of confidence and, bolstered by the comments of
the Appeal Judges, privacy. But all of these causes of ac-
tion were problematic.

Rather than confirming the comments of the Appeal
Judges on privacy, the Judge rejected the suggestion that
there is a separate right to privacy in this country based
upon Article 8. He said the existing law of confidence
provides sufficient protection to people in the position
of Michael Douglas and Catherine Zeta Jones to protect
their Article 8 rights.

The Judge found that Hello! magazine had acted in
breach of confidence. Hello! knew that the Douglases
were seeking to protect the private nature of their wed-
ding and the images that were generated as a result. The
Judge also held that, far from undermining the
Douglases rights to confidentiality, the sale of the rights
in their wedding photographs to OK! magazine argu-
ably strengthened their claims.This is because they were
not merely seeking to protect their rights not to have a
private wedding gate-crashed by the Paparazzi, but be-
ing famous individuals who traded on their image, they
were simply seeking to protect what they trade in. In
this respect, there is no difference between film stars in
the Douglases’ position and a manufacturer trying to
protect a trade secret or confidential business method.

Comment
The Douglas judgment has alarmed the press. If they

wish to feature a celebrity in a publication engaging in
essentially private acts, then they will have to pay for the
use of the celebrity’s image and may have to comply
with controls over how the images are used.

But the Judge also offered some words of comfort to
the Press. He recognised that even though Hello! maga-
zine committed a breach of confidence, the right to pro-
tect confidence has to be balanced against the right to
freedom of expression enshrined in Article 10 of the Hu-
man Rights Convention. The media may therefore have
a defence to breach of confidence claims on this basis.

In balancing the rights set out in Articles 8 and 10 of
the Convention, the Judge placed great weight on the
provisions of the PCC Code that sets out standards for
journalists to follow. In carrying out the balancing exer-
cise the Judge looked at whether Hello! had complied
with the Code and found that they had not. The PCC
has often been seen as a toothless body and so its Code is
often ignored. However, by giving prominence to the
Code in looking at whether the Press can justify breach
of confidence, the Courts are introducing, by the
backdoor, a greater significance to its provisions. This
was also seen in the Anna Ford judgment. If the press
can successfully demonstrate adherence to the Code,
any complaint regarding breach of confidence is un-
likely to succeed. The courts are therefore offering
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incentives to the media to follow their self-regulatory
standards.

This is a very significant decision for anyone involved
in the media industry and provides welcome clarifica-
tion in this area of law. It is likely to be used as a

benchmark in determining how the media deal with is-
sues of celebrity confidences and give greater promi-
nence to the PCC Code. It seems that the case has gone
far enough to avert the need for legislation – at least for
the moment.

The Mexican Response to Personal Data Protection

By Alejandra López-Contreras and Mónica Garcia-Izaguirre,
members of Baker & McKenzie’s Intellectual Property and
Information Technology Practice Group, based in Monterrey,
Mexico. The authors can be contacted by telephone on (52-8)
399-1318, or by e-mail at alejandra.lopez-contreras@
bakernet.com

There is no doubt about the fact that information is
power. In today’s information based society, handling
large quantities of information, accessing and delivering
it around the world in seconds is becoming easier every
day. The constant evolution of information technolo-
gies has impacted upon the way in which people and
companies value their data.

Many countries have recognised the need to protect
individual privacy from abuse by others. However, the
study of privacy law has recently come to a division be-
tween two systems: the European model and the North
American practice. While the North American System
tends towards self-regulation to protect individual’s pri-
vacy, the European, on the other hand, tends to create
government agencies and courts in charge of data pro-
tection, as well as establishing strict legislation on the
management, treatment and collection of sensitive and
personal data.

A most recent type of data protection called “Habeas
Data” is rapidly growing amongst Latin American
countries such as Paraguay, Argentina and Peru, follow-
ing the example set by Brazil. The “Habeas Data” con-
sists of the right to protect, by means of individual
complaint presented to a constitutional court, the im-
age, privacy, honor, information and freedom of infor-
mation of a person. Although some of these countries
have a strong preference for the European trend, they
incorporated this right into their constitutions.

Current Legislation on Personal Data

For a long time, Mexico has been left behind in re-
gard to the protection of personal data. No significant
regulations in this regard were in force, except for the
dispositions included in the Copyright Law and the
Consumer’s Protection Law regarding the use, distribu-
tion, sale, or other use of personal information. The
Copyright Law regulates the use, access, communica-
tion, transmission, etc., of databases that include personal
information. It states that the authorisation of the owner
of the data is required before performing any of the
above-referred actions.

Moreover, there was no uniformity in the way “pri-
vate information” was referred to in the law. While the
Copyright law talks about “private information about a

person”, the Consumer Law refers to it as “information
provided by the consumer”, which appears to be a
much wider term. It could be argued that the latter in-
cludes any and all information provided by the con-
sumer in the process of a transaction. Unfortunately not
even Profeco (the authority in charge of enforcing the
Consumer’s Protection Law) is sure what the concept
includes.

Until very recently, Mexicans became aware of the
convenience and need to protect their personal data and
privacy. As part of this awareness, the “Law of Transpar-
ency and Access to Public Government Information”
(the “Law of Transparency”) was enacted in June 2002.
Although its main purpose is to provide the individuals
access to Government information, it includes the stip-
ulation of certain Data Protection principles, such as:

� purpose limitation – by the inclusion of statutes
that provide that the personal data should only
be processed and obtained for a specific
purpose;

� data quality – personal data should be true,accu-
rate and kept up-to-date;

� transparency – individuals should have the right
to know the purpose of the processing of their
data.

� security – including all the technical and organi-
sational security measures taken by the control-
ler of the information in order to keep it safe
and accurate;

� right to access, rectification and opposition – it
is provided that the individual should be able to
know the personal information handled by any
government agency and has the right to modify
inaccurate data. The individual also has, in some
cases, the right to object to any further use of
the data related to him;

� transference restrictions – personal information
should only be assigned to third parties if they
can guarantee at least the same level of security
as provided by this law.

New Amendments on Data Protection

On April 30, 2002 the Senate of the Republic sent to
the House of Representatives its approved project for
the enactment of the Data Protection Law. The Senate
based this proposed law on both systems, the North
American and the European, including as well the “Ha-
beas Data” right, which is not currently included as a
Constitutional right.
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The new Data Protection Law seeks to protect per-
sonal data and it’s processing according to the guaran-
tees of freedom of information and individual honor,
granted by the Mexican Constitution. If approved, the
Law would be applicable to companies and individuals
that manage personal data, managed in archives, regis-
tries, data banks or databases (“Databases”). It is also ap-
plicable to all use of said data and its automatic
management or treatment, making the users responsible
for said Database.

Collection of the Data
As provided in the Data Protection Law, the Data

must be certain, true and relevant to the purposes for
which they were collected. It must also be collected and
treated with previous consent of the individual. More-
over, Data must be obtained by means that are not con-
trary to the Mexican laws, in compliance with the
individual guarantees granted by the Mexican constitu-
tion and specially the rights of the individual to keep its
good name and privacy.

Rights of the Data Owner
Individuals have the right to know the purpose for

which the Data is collected as well as the treatment
given to the Data. Also, the Data owner should have at
his or her sole request access to the said Data contained
in the company-managed Database.

The individual should have the opportunity to mod-
ify the Data, as well as to revoke its consent to use or
treat it. The only requirement to do so is that the indi-
vidual must identify himself with a valid identification.
The person responsible for the Database must comply
with said request and inform the individual accordingly
within five days as from the date of the request by the
individual.

Use of the Data
It is relevant to note that Data, as in the European

system,may only be used for the purposes for which the
owner of said Data has granted consent. The individual
must be notified of any further or different proposed use
of the Data in order to obtain his consent. Moreover,
the person responsible for the Database should:
� maintain and treat the data as provided by the

individual and update it in order for it to be
accurate;
� data which are incomplete, inaccurate or were

not included by the individual, must be modi-
fied in order to be accurate;
� data, which are no longer necessary or relevant

for the purpose of the Database, should be can-
celled and destroyed.

Protection of the Data and Database
The Law forbids the person responsible for the Data-

base to record any kind of personal data in Databases
that do not provide assurance of the integrity and/or se-
curity of said data. Moreover, it is necessary that said

person, adopts all the technical and organisational mea-
sures necessary to avoid non-authorised access to, loss
of, or modification of the data. The amendment poses a
burden on the Federal Government to put in place a
regulation establishing further requirements and mini-
mum conditions of security and organisation, taking in
to consideration the technology available, the nature of
the data and the risks to which said data may be
exposed.

Data must be kept secret and must not be transferred
or assigned to another party1 without previous consent
of the individual who owns the data.Also, the individual
has the right to know the identity of the assignee, the
data assigned and the purpose of the assignment of the
Data.

Transfer Data to countries or international entities
may only be possible if said country’s data protections
standards regarding security and protection of databases
are at least equivalent to those provided by Mexican
legislation. The strict approach to the European regula-
tions on this matter may cause a barrier to the eco-
nomic relations with countries that follow the North
American System.

Current Status of the
Data Protection Law

As mentioned previously, the Senate of the Republic
has approved the Data Protection Law. The next step,
according to the Mexican legislative process, is the revi-
sion of the project by the House of Representatives. On
September 5, 2002 the project was assigned to a com-
mission that will study it and organise a plenary session
for its approval. Later, if the House approves it fully and
without modification, the referred project will pass to
the President of Mexico for his personal approval and
publication. Due to its entailment with the Law of
Transparency, which has been in force as from June 13,
2002, it is estimated that the Data Protection Law will
finally be approved in the next ordinary session of the
House, and enacted later in 2003.

It is expected that the new Data Protection Law will
afford individuals wider protection of their data from
the misuse and abuse by others. However, the applica-
tion and legislation related to it is complex and diverse.
Nevertheless, in the event that the Data Protection Law
is enacted, it will establish strict requirements for com-
panies or individuals that collect personal data from
their clients, including data held in Databases (sup-
ported by any means), as well as its treatment2 and use,
which will very likely have a negative impact, particu-
larly in the areas of market research and publicity.
1 Other parties may include individuals or companies other than

the ones that obtain the information, even if these are affiliates
or related in any way to the company.

2 The treatment of data is considered differently from the use of
the data itself; it includes the information obtained from opera-
tions or systematical procedures to which the data may be
subject.

© Baker & McKenzie, Abogados S.C, Mexico, 2003.
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E-Government in Italy: The Use of SMS by Public Utilities

By Avv. Alessandro del Ninno, Information & Communica-
tion Technology Department, Studio Legale Tonucci, Rome;
e-mail: adelninno@tonucci.it

Introduction

On May 15, 2003 the Italian Data Protection Au-
thority enacted an important regulation (hereinafter:
“Regulation”) on the correct protocol for the sending
of Short Message Services (“SMS”) by mobile phones
for public utility purposes. Such Regulation adds to the
other recent guidance issued by the Italian Data Protec-
tion Authority (“IDPA”) on March 14, 2003 related to
the use of MMS in compliance with the Italian provi-
sions on the protection of personal data (set forth in the
Law No. 675/1996 and further modifications and
amendments – see World Data Protection Report, April
2003).

The IDPA is the first data protection agency in
Europe to introduce guidelines for the correct use (i.e.,
compliant with the protection of privacy) of some of
the new TLC services provided by the recent mobile
technologies (SMS and MMS). While the rules are not
enforced by an Act of law (and therefore do not have a
“legislative” value) they can provide some practical
guidance for compliance in practice.

The regulation on public utility SMS is the result of a
specific inquiry carried out by the IDPA with regard to
agreements between public bodies and providers of
TLC mobile services aimed at sending shot messages,
containing news or information related to activities or
tasks pertaining to institutional or public bodies, to mo-
bile phone users. In its inquiry, the IDPA noted that
public utility SMS are sent according to different hy-
pothesis and aims:

� In cases of emergency, agreements between
public bodies and TLC providers are aimed at
sending public utility SMS to subscribers of
TLC mobile services who are located in a spe-
cific geographical area at a certain time, for ex-
ample, traffic information on road congestion,
road closures etc., in the immediate area. In such
cases,SMS are usually sent without prior request
from the addressee to receive them.
� In other cases, SMS are sent to inform the ad-

dressees about, e.g., levels of air pollution.
� Other initiatives (under consideration only at

this stage) are related to informational cam-
paigns organised by central or local administra-
tions with the aim of making citizens aware of
certain dates or issues (e.g., World AIDS Day) or
with the aim of spreading – by means of SMS
sent in collaboration with TLC mobile services
providers – information deemed to be of a pub-
lic utility (cultural happenings, road conditions,
fiscal or tax payment terms, validity of docu-
ments, etc.).

Privacy Implications for Public Utility SMS

The above-mentioned activities imply a processing of
personal data related to subscribers of TLC services or
holders of rechargeable telephonic cards. The IDPA
points out that sometimes the processing relates to the
telephone number alone; in other cases it is specifically
targeted at a certain subject or categories of interested
subjects.

Further, the processing of personal data can only be
carried out by either the provider of a TLC service, or
by the provider of the TLC service in collaboration
with the public body who decides the initiative to be
communicated. In both cases, the rules contained in the
Italian privacy law No. 675/1996 (and in particular the
provisions related to the protection of privacy in the
TLC sector, set forth in the Legislative decree 171/998,
amending the Law 675/1996) shall apply.

In such cases, the IDPA (which has recently published
its annual report on the developments of data protection
in Italy for the year 2002) deems it necessary to verify
how personal data will be protected when the sending
of public utility SMS occurs. Such clarification is
needed particularly, if one takes into consideration the
invasive nature of the frequent receipt of SMS by a mo-
bile phone user.The receipt, in fact, presupposes the uti-
lisation a) of a datum (i.e., the mobile number) which is
generally considered as strictly personal and confiden-
tial; and b) of a device (i.e., the mobile phone) by means
of which it is possible to reach and contact the user or
the subscribers at any time and in any location.

So, the IDPA points out that we are currently facing a
situation characterised by a new trend of considering
the mobile phone (usually a device utilised by individu-
als mostly for inter-personal communication) for new
and more efficacious (also interactive) kinds of institu-
tional communications.

Beyond privacy implications, the sending of SMS for
public utility purposes must also be analysed in light of
the discipline introduced by Law No. 150 of June 7,,

2000, regulating the information and communication
activities carried out by the Public Administration.
Amongst others, such law (Article 2) aims at enhancing:

“any mean of communication suitable for guar-
anteeing the necessary diffusion of institutional
messages, also by means of civic networks, inte-
grated communication initiatives, telematic or
multimedia systems”.
In any case, Law No. 150/2000 does not provide spe-

cific rules regulating the processing or use of personal
information by or on behalf of public bodies; on the
other hand, it generally provides that the institutional
activities for information or communication purposes
must comply with the data protection laws (Article 1,
para 4, Law No. 150/2000).

In conclusion, the sending of SMS for public utility
purposes must be analysed according to a whole set of
rules, not ignoring apparently secondary aspects implied
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by this issue, such as inconveniencing addressees with an
uncontrolled amount of institutional SMS from a grow-
ing number of public senders; receipt of delayed mes-
sages during anti-social (night) hours; and eventual
charge of partial costs (i.e., according to the fees applied
by the TLC Operators, in cases of receipt of SMS
abroad).

Public Utility SMS:
A General Classification

According the IDPA’s inquiry, public utility SMS can
be classified by considering the different modalities for
the sending thereof:

(a) Institutional SMS sent by telephonic opera-
tors on behalf of public subjects according to
emergency situations and using subscribers’ per-
sonal data, without sending such data to the public
subject who has requested the sending of SMS;
such cases have to be distinguished from excep-
tional situations (for example, natural disasters,
matters of national security, etc.,) in which the pub-
lic authority adopts compulsory orders making an
exception to existing rules;

(b) Institutional SMS sent by providers of tele-
communication services, on behalf of the public
subject, with the purpose of informing people
about cultural event, deadlines, etc.

(c) Institutional SMS sent directly to the public
subject without the co-operation of the telecom-
munications operator, by direct use of the sub-
scribers’ personal data retained by the same
telephonic operator.

The IDPA Guidelines

In the case of point (a) in the previous paragraph, the
telephonic operator who retains the subscribers’ per-
sonal data (being consequently the “Controller” accord-
ing to the Italian privacy Law No.675/1996) carries out
and satisfies a public subject’s request, and without send-
ing any personal data to the public authority concerned,
sends public utility SMS by using the telephonic num-
bers related to subscribers or to owners of pre-paid tele-
phonic cards, and eventually data related to the location
of the mobile phone at a certain time. Other kinds of
personal data can be automatically processed according
to different situations and on the basis of the purpose of
the SMS (for example, birth date for SMS related to ad-
dressees included in a certain age bracket; gender for
SMS inviting women to undergo mammary screening,
etc.).

Even if the public authority does not acquire or have
disclosed to it personal data identifying data subjects, this
does not mean that the related processing is in any case
free and allowed. In fact, the current legal framework
does not include the telephonic numbers amongst the
personal data which can be processed without requiring
a prior consent as happens for “data listed or contained
in public records, lists, acts or documents knowable by
anybody” (see Article 11, Law 675/1996). On the other

hand, utilisation of telephonic numbers by telephonic
operators must be based on a prior, free and express con-
sent given by the data subject and documented in writ-
ing (the consent can also be given orally, as it must be
express, but the telephonic operator must eventually
prove in writing that an express or verbal consent has
been given).

It should also be noted that the regulatory framework
and procedure related to the setting up of a General
Public Directory (to include mobile phone numbers) is
still under way, and the new scenario shall affect the en-
tire process. In any case, the principle of a compulsory
prior consent shall also be valid after the introduction of
the new General Public Directory.

In case of emergencies and natural disasters, tele-
phonic operators can send public utility SMS and can
set aside the request of a prior consent only if the need
to comply with a legislative obligation is required, or if a
compulsory order is adopted by a public authority for
public reasons and according to the laws. In such cases,
Law 675/1996 can be derogated. But the IDPA states
that the results of its inquiry have pointed out that in
several cases the order adopted by the central or local
public authority (and the successive request to the tele-
phonic operator for the sending of SMS) was limited to
an intervention within an emergency situation, for ex-
ample verifying a condition of atmospheric pollution
and limiting urban traffic, but without adopting orders
in compliance with the compulsory emergency require-
ments provided by the laws.

Even when the public authority has enacted a com-
pulsory and urgent order, according to cases of disasters,
emergencies or lodestones, very often nothing has been
provided, either directly or indirectly, with regard to ex-
ceptional modalities of information to citizens. In such
cases, the public authority could eventually wield its
power to derogate not only the laws about exceptional
events, but also those regarding the processing of per-
sonal data by telephonic operators.

On the other hand, a specific provision derogating
(for the processing of personal data) the obligation of
obtaining prior consent from the data subject must be
provided in the compulsory and urgent orders. So, in
such cases, the public authority must previously evaluate
if:
� the legislative rules providing the power to enact

compulsory and urgent orders also gives the
public authority the power of derogating to the
law related to the processing of personal data;and
� once verified the precondition of a dangerous

emergency situation, such situation may or may
not be managed by means of ordinary and non
exceptional means.

With regard to the other institutional communica-
tions or public utility SMS with the purpose of inform-
ing people about cultural event, deadlines, etc., being
such communications not based on emergency situa-
tions as seen above, the IDPA points out that the com-
pulsory principle of achieving the data subject’s prior
consent cannot be derogated. Independently of the aim
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for which the telephonic operators intervene, they must
comply with the so-called “proportionality principle”
in the processing of personal data set forth in Article 9
of the Italian Law on Privacy No. 675/1996. Accord-
ingly, telephonic operators must employ modalities of
communication which prevent the nominative identifi-
cation of the subscribers. Further, telephonic operators
must use personal data processed for the communica-
tion (including the information related to the subscrib-
ers’ location) exclusively for the purpose of sending, and
in compliance with the limits and the time strictly nec-
essary to send such SMS. The IDPA also suggests that
public utility SMS could be prefaced by a short indica-
tion of their purpose (for example, “institutional infor-
mation”, or “public utility SMS”). In this way, SMS’s
efficacy could be strengthened yet further.

Telephonic operators must previously and ade-
quately inform subscribers or holders of pre-paid tele-
phonic cards about the possibility of receiving public
utility SMS, also in cases related to emergency situa-
tions (unlike otherwise provided for by law) where the
telephonic operator acts on the basis of a public au-
thority’s compulsory orders (as explained above). Fur-
ther, data subjects must be provided with the
opportunity to freely express their consent in a specific
form (and also to give such consent for some catego-
ries of institutional messages but not for others). On
these points, the IDPA suggests achieving compliance
with the above mentioned qualifications by inserting
the related information in the contract stipulated with
the user for the subscription of a telephonic service or
for the purchasing of a pre-paid telephonic card. On
signing the contract, the telephonic operator must
promptly inform the interested subject about the pur-
poses and the modalities of the data processing, includ-
ing the possibility of receiving institutional SMS or
SMS of public utility, and the modalities for the data
subject to exercise his right for privacy protection.
Further, beyond the form containing the contract, the
telephonic operators must provide the subscribers –
before the sending of SMS – with a separate form in-
cluding the information and request for consent,
which has to be given in writing or orally by means of
a specific help desk (but in this case the telephonic op-
erator must also retain written evidence of this verbal
consent, for example by keeping its written request to
the data subject for processing, or by keeping the infor-
mation about the consent given by telephone: name of
the data subject, date and time of the telephone con-
versation, etc.). In any case, the data subject must be
able to exercise his rights easily and freely, even in the
case of a previously given consent.

Further, a concrete possibility to exercise the right of
refusing (on signing the contract or successively) the re-
ceipt of institutional SMS, sent without the request of
prior consent, but according to urgent and compulsory
orders, must be guaranteed by the telephonic operators
to the data subject. In such case, for example, a specific
option for refusal should be inserted in the same SMS
being sent out. Telephonic operators are only requested

to comply with the latest indication if the public subject
– for public and urgent aims – has specifically ordered
the operator to send SMS based on emergency
situations.

With regard to the proposal made by some telephonic
operators,with regard to the setting up of specific lists of
telephonic numbers related to subjects who have given
their consent to the receipt of institutional SMS, the
IDPA points out that such hypothesis presupposes that
each single telephonic operator had put its clients in the
condition of expressing an aware and distinct consent on
every possible data processing and on any purpose. The
lists shall have to be differentiated and updated accord-
ing to the categories of messages for whose sending the
interested subjects have given their consent.

On the other hand, the eventual setting up by the
telephonic operators of specific directories containing
telephonic numbers related to subscribers who have not
given consent for the receipt of institutional SMS is
considered by the IDPA as a licit but merely internal or-
ganisational measure, which cannot in any case imply
the burden for the interested subjects of enrolling in
such lists, or of expressing their dissent.

Direct Sending of SMS by a Public Authority

This case regards the different possibility of the direct
sending of institutional SMS by the public subject, using
the personal data which it holds. What can happen, is
that within the ordinary administrative relationships be-
tween public authorities and citizens, the public author-
ity collect personal data directly from data subjects who
are interested in being informed about specific things
(for example, accessing administrative documents) or in
receiving messages, sent by certain public offices, or put
at the citizen’s disposal online.

In such case, the public subject is also allowed to com-
municate institutional information by SMS, without re-
quiring a prior consent, but within its institutional tasks
and for the sole purposes of answering a specific request
made by the data subject. In any case, the public subject
shall have to provide the addressee with proper and de-
tailed information with regard to each specific aim for
which the SMS is related.

With regard to the above, it is necessary for the pro-
cessing of any personal data (because of the lack of a
prior consent given by the data subject) to be based on a
specific task amongst those falling within the public
subject’s competence. Such task must be clearly indi-
cated to the interested subject, fully explaining the dif-
ferent contexts (for example, by distinguishing the data
collecting operations aimed at sending tax information,
from the data collecting operations related to the send-
ing of information about cultural events).

Should the public subject – “controller” of the pro-
cessing as per Law 675/1996 – send institutional SMS,
not directly, but by means of external subjects (for ex-
ample, a specialised company who manages the sending
of SMS on behalf of third parties), it shall have to specifi-
cally appoint such external subjects to be responsible for
the processing.
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In conclusion, the IDPA’s intervention has provided
some important practical rules with regard to the devel-
opment of e-government services in Italy, a country
which at European level is one of the most advanced in
this sector.

News

ESTONIA
Legislation Amended
in Line With E.U. Norms

The Riigikogu (parliament) passed the Personal Data
Protection Act on February 12, 2003.

The Act brings protections for personal data into
compliance with the data protection rules applicable in
the European Union, in particular with Directive
95/46/EC of October 24, 1995.

The new Act does not prescribe substantial changes
in the principles laid down in the former Act, but elabo-
rates its wording and terms.

The Act enters into force on October 1, 2003. The
former Act of 1996 becomes ineffective from the same
date.
By Raino Paron, Raidla & Partners, Tallinn; e-mail:
raino.paron@raidla.ee

EUROPEAN UNION
Commission Reports on the
Data Protection Directive

BRUSSELS—Although all but one European Union
Member State has now implemented the European Un-
ion’s 1995 data privacy directive, wide differences in na-
tional laws and how they are implemented make it
difficult for companies to operate Europe-wide data
processing systems and thus take advantage of the bene-
fits of the internal market.

These are the conclusions of the European Commis-
sion’s “First Report on the Implementation of the Data
Protection Directive”. The report, which was published
on May 16,2003 comes a year and a half later than orig-
inally planned, due to Member States’ slowness in trans-
posing the directive into national law. While the E.U.
executive said it would be “premature” to propose
amending the law at this point, it does lay out a work
plan aimed at narrowing divergences among national
measures and bolstering enforcement.

“I am pleased that most businesses seem to ap-
preciate that the directive has made it easier to
move data around and that maintaining the free
movement of data depends on their meeting their
data protection obligations”, said E.U. Internal

Market Commissioner Frits Bolkestein. “But E.U.
law can only work if Member States implement it
on time, so I deplore the long delays in many
Member States.”
He called on France, the only E.U. country that has

not yet implemented the directive, to rectify the situa-
tion urgently.

Eliminate Differences

The main impetus behind the European Directive on
Data Protection (95/46) was to eliminate differences in
the way Member States approached the issue of data
privacy. Since its adoption, the proclamation of the Eu-
ropean Union’s Charter of Fundamental Rights by the
European Parliament, the Council of Ministers and the
Commission in December 2000 has given added em-
phasis to the privacy dimension of the directive.

Findings in the report were based to a large extent on
a broad consultation begun in 2002, in which all stake-
holders –governments, institutions, businesses and con-
sumer organisations, companies and citizens – were
invited to express their views (see World Data Protection
Report, July 2002). The Commission received nearly
10,000 responses to an online questionnaire in addition
to 80 written contributions, mainly from businesses.

Implementation of the directive has been slow, with
only four Member States passing national laws by the
October 1998 deadline E.U. governments themselves
established in adopting the directive. In December 1999,
the Commission took France, Germany, Ireland, Lux-
embourg and the Netherlands to the European Court
of Justice for failure to comply.

Germany and Netherlands, along with Belgium, im-
plemented the directive in 2001, and Luxembourg in
2002 after a court ruling against it. Ireland only recently
passed legislation (see World Data Protection Report, May
2003) though has not yet formally notified the Com-
mission. That leaves only France, which has still not yet
amended its 1978 data protection rules to comply with
the directive.

Unauthorised Data Transfers?

Among countries that have already updated their leg-
islation, there are still large differences in both the laws
and the ways in which they are applied in practice. One
area in which there are still wide discrepancies and
where enforcement is lacking is in the transfer of data
outside the European Union. The report notes that al-
though national authorities are supposed to notify the
Commission when they authorise such transfers, the
Commission has received only a very limited number of
notifications.

“This suggests that many unauthorised and pos-
sibly illegal transfers are being made to destinations
or recipients not guaranteeing adequate protec-
tion”, the report says.
There are also wide differences in the notification

companies are required to make when using the data of
private citizens. In their comments to the Commission,

LEGISLATION & GUIDANCE

17
06/03 World Data Protection Report BNA ISSN 1473-3579

17
C:\JOURNALs\Wdpr\2003\Jun\WDPR0603.vp
17 June 2003 16:34:00

Color profile: Generic CMYK printer profile
Composite  133 lpi at 45 degrees



the European Privacy Officers Forum and the E.U.
Committee of the American Chamber of Commerce
said that this leads to difficulties for multinational com-
panies operating on a pan-European level.

In order to narrow differences in national legislation
and enforcement of the rules, the Commission laid
down an action plan which it intends to review in 2005,
at which time it will decide whether it is necessary to
make proposals for amending the directive.

Among other things, the action plan calls on the
Commission to:

� hold bilateral meetings with Member States to
discuss ways to bring national laws fully in line
with the requirements of the directive, as well as
discussions with the 10 new countries set to join
the European Union in 2004;
� co-operate closely with data protection authori-

ties and Member States to collect information
about implementation, identify areas where
there are gaps and seek to fill those gaps as
quickly as possible; and
� simplify the requirements for international transfers.

Voluntary Codes, Self-Regulation Urged

But there is more to data protection than legislation.
In the report, the Commission also urged business sec-
tors and interest groups to come forward with voluntary
codes, arguing that self-regulation, and codes of conduct
in particular, should play an important role in the future
development of data protection both within the Euro-
pean Union and elsewhere.

In order to raise awareness about data protection, the
Commission plans to launch a “Eurobarometer survey”,
similar to the online questionnaire it conducted in 2002.
Some of the findings of the 2002 survey were as follows:
44.9 percent of respondents consider the level of pro-
tection a minimum; 81 percent thought the level of
awareness about data protection was insufficient, bad or
very bad, while only 10.3 percent thought it was suffi-
cient. A little more than 3 percent thought it was good
or very good.

Data controllers also had a very negative view of citi-
zens’ awareness, with 30 percent calling it insufficient
and only 2.95 percent saying it was very good. Data
protection rules have a high acceptance among busi-
nesses, with 69.1 percent of data controllers considering
data protection requirements essential while only 2.64
percent regard them as completely unnecessary.

A large majority of the data controllers that re-
sponded to the questionnaire – 62.1 percent – did not
consider that responding to individuals’ requests for ac-
cess to their personal data required a large effort for
their organisation. Most of the data controllers either
did not have figures available or received fewer than 10
requests for all of 2001.

The Commission has urged Member States to devote
more resources in raising awareness, in particular via the
budgets of the national supervisory authorities.

The report, a technical analysis of implementation in
E.U. Member States and the results of the online survey,
can be found online at the Internet at http://
europa.eu.int/comm/internal_market/privacy/lawreport_
en.htm.

See also “95/46: The Case for Proper Reform”, World
Data Protection Report, December 2002.

INTERNATIONAL
Proliferation of Data Privacy Laws
Challenges Multinationals

A new survey by global law firm White & Case ex-
amining cross-border data transfer laws in 22 major ju-
risdictions shows a growing proliferation of data privacy
laws throughout the world. This proves problematic for
multinational corporations with operations or markets
in multiple jurisdictions since sharing electronic data
between jurisdictions often raises different issues de-
pending where the data came from and was sent to. It
can get very difficult to know what information can le-
gally be sent where, and it’s vital for companies to know
what they must do to protect themselves and their data.

To illustrate the challenge, if a company needed to
move data without the data subject’s consent between
Spain and Australia to protect that individual’s vital eco-
nomic interests, one generally could send it from Aus-
tralia, but not Spain. If the company needed to transfer
the same data due to a legal claim, one could send it
from Spain, but not Australia. Still other jurisdictions in
the survey, such as South Korea, generally forbid the
data to be transferred for either reason.

In all, the survey covers eight jurisdictions in Europe:
France, Germany, Hungary, Italy, Poland, Russia, Spain
and the United Kingdom; seven in the Asia-Pacific re-
gion: Australia, China, Hong Kong, Japan, Malaysia,
South Korea and Thailand; and seven in North Amer-
ica:Canada,Mexico and the United States, as well as the
Canadian provinces of Ontario and Quebec and the
U.S. states of California and New York. These four
prominent non-sovereign jurisdictions were included
because they have been particularly active in the privacy
law area.

The research found that 11 of the surveyed jurisdic-
tions treat cross-border data transfers differently from
those moved only within their domestic borders, and
five more jurisdictions have laws proposed or pending
that would affect cross-border data transfers differently
from transfers within their borders. In particular, 12 of
the jurisdictions impose restrictions of various kinds on
moving personal data across borders, and five others
would do so under proposed or pending new laws. Of
the nations surveyed, only China, Japan and the United
States permit such data transfers generally unimpeded.

Even the most routine cross-border transfers can
cause problems for businesses. Multinationals often ex-
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perience the full burdens and inconsistencies of the pri-
vacy regime, even in relation to transfers of often quite
run-of-the mill data, such as sharing business contact in-
formation among its own business units.

For example, Mark Powell, an information technol-
ogy attorney and expert in European competition law
in White & Case’s Brussels office, recently observed that
while

“E.U. Member States accept in theory the Data
Protection Directive, there is still … confusion
about how the directive is interpreted by the indi-
vidual Member States, with some nations going
beyond the directive guidelines to severely limit
the sharing of any personal data outside the home
country, while others interpret the requirements
more liberally”.

The E.U. Data Protection Directive allows the trans-
fer of data between E.U. states and to other nations that
have an “adequate level of protection”. However, there
is a question about what an “adequate level” of protec-
tion means for non-Member States and how that can be
demonstrated. This is one of the key components cur-
rently being discussed before the European Union and
must be ironed out before the requirements can be ap-
plied broadly.

By contrast, most countries in Asia and the Pacific
Rim currently impose less restrictions when it comes to
the transfer of cross-border data. The primary excep-
tions are Australia and South Korea. Australia has
adopted similar restrictions as those laid down by the
European Union, while South Korea has extremely
strict requirements in that an individual must grant a
company explicit consent in order for that company to
transfer personal data across borders.

Kim Rooney, a White & Case partner in Hong
Kong, has noted that of all the jurisdictions surveyed,
South Korea seems to have the toughest restrictions
when it comes to cross-border transfer issues. She re-
cently stated:

“South Korea not only requires prior positive
consent from the individual data subject to transfer
data outside the country, but even with such con-
sent prohibits the overseas transfer of critical infor-
mation, such as high-technology developed in
South Korea, altogether. This could cause addi-
tional problems as South Korea continues to grow
in importance as a key economic market”.

The White & Case survey was released in Spring
2003, in conjunction with the Third Annual White &
Case Global Privacy Symposium, linking speakers and
guests at the Firm’s offices in Brussels, London, New
York and Washington. The survey was inaugurated in
2002, to supplement last year’s Global Privacy Sympo-
sium, and to our knowledge it is still the only publicly
available in-depth survey of privacy laws in the world’s
major jurisdictions as they affect international
businesses.

Key findings of the survey include the following:

� Most jurisdictions surveyed treat cross-border
information flows differently than they do data
exchanges within their domestic jurisdiction.
The United States, including New York and
California, Canada (at the federal level), China,
and Japan are the key exceptions. In addition,
France,Malaysia,Mexico,Thailand and Ontario
are considering proposals that would impose
different requirements on cross-border and in-
ternal transfers.
� Twelve jurisdictions restrict data flows across

borders, and four, Malaysia, Mexico, Thailand
and Ontario, currently are considering proposals
to do so. Hong Kong has passed restrictions on
data flow across borders, but the new legislation
has not yet been put into operation. Those
without such restrictions are China, Japan, the
United States, and the two U.S. states in the sur-
vey, California and New York.
� The European Union’s Data Protection Direc-

tive has become a benchmark by which many
jurisdictions measure the adequacy of their
data-transfer controls. The Directive permits
transfer of data to non-E.U. jurisdictions where
the receiving jurisdictions provide an “adequate
level” of privacy protection. Indeed, the Eastern
European countries seeking to join the Euro-
pean Union are in some cases already bringing
their laws into compliance with the Directive.
� Of the 12 jurisdictions that have restrictions on

cross-border transfers, and the five either pend-
ing or considering them, all would permit trans-
fers with the consent of the data subject. Most
require “opt in” consent, in which the data sub-
ject must affirmatively give consent. Australia,
the United Kingdom and Quebec permit “opt
out” consent, in which the data subject must af-
firmatively withdraw consent in order to pre-
vent data from being transferred outside the
jurisdiction.

For multinationals that transport data across borders,
the survey findings underscore the need to be mindful of
some key points. First, multinationals should consult
counsel knowledgeable about cross-border transfer laws
in the particular jurisdictions where their companies do
business to ensure they are in compliance with current
laws and to plan accordingly as new laws emerge.
Secondly, companies need to review their current data
privacy polices and determine if they are being imple-
mented properly. Thirdly, companies should consider
undertaking a privacy audit to determine how their data
transfer and other privacy-related policies and practices
compare with the laws and rules of the jurisdictions in
which they collect information. Though the growing
number of privacy laws around the world can be a major
challenge for multinationals, foresight and preparation
can help keep the headaches of compliance under
control.

A full copy of the 2003 White & Case Global Data
Protection Survey is available online at www.whitecase.com/.
By Robert L. Raskopf, White & Case LLP.
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Robert L. Raskopf chairs White & Case’s E-Commerce,
Media and Technology Group. He regularly counsels multina-
tional clients concerning compliance with the growing global
privacy data requirements. He also litigates cases in which per-
sonal and professional privacy, sensitive business information
and law enforcement interests are weighed against common law
and First Amendment rights to information.

NEW ZEALAND
New Telecommunications Information
Privacy Code Released

Following 18 months of public and industry consul-
tation, the New Zealand Privacy Commissioner has is-
sued the Telecommunications Information Privacy
Code 2003, pursuant to the Privacy Act 1993.

The code affects telecommunications agencies in
their handling of personal information about customers
and users of telecommunications services. The code
covers, for example, telephone companies, the publishers
of telephone directories, Internet service providers, mo-
bile telephone retailers and many call centres.

The code is intended to help individuals and the tele-
communications industry alike. Some of the benefits to
individuals will include, for example:
� cementing-in existing good practices (for ex-

ample, ensuring that subscribers need not pay to
keep their details from being published in the
telephone book as was formerly the case);
� requiring “blocking”options to be available free

of charge when caller ID is offered with agen-
cies to take steps to make subscribers and users
aware of these options;
� prohibiting the use of traffic data gained from

interconnection for unauthorised direct marketing;
� requiring internal complaints handling pro-

cesses which meet certain minimum standards;
� prohibiting the inclusion of personal details in a

reverse search facility without individual consent;
� providing more control to subscribers as to the

way in which names and addresses appear in the
telephone book (this last requirement being de-
layed until 2005 to provide a lead-in for changes
to telephone directories).

The major telephone companies spent considerable
effort developing a draft code some years ago and a
number of its elements have been carried forward into
the issued code. Benefits for telecommunications agen-
cies might be counted as including:
� the establishment of a set of rules which have

been tailored to the terminology and circum-
stances of telecommunications;
� the conferral of new discretions upon telecom-

munications agencies in relation to the collec-
tion, use and disclosure of personal information
through the inclusion of special exceptions not
found in the Privacy Act (for example, allowing

for the disclosure of information for the pur-
poses of preventing or investigating an action or
threat that may compromise network or service
security or integrity or to assist a foreign law en-
forcement authority in the prevention, detec-
tion, investigation and prosecution of a breach
of a foreign telecommunications law).

There are a host of privacy issues in respect of tele-
communications and the code does not seek to address
them all. Many such issues will continue to be addressed
under the more general information privacy principles
in the Privacy Act.For example, the code does not cover
ordinary businesses in respect of their use of the tele-
phone or e-mail.

The code does however, provide a solid base from
which additional telecommunications privacy issues (for
example, retention of traffic data; monitoring of em-
ployees’ telephone calls and e-mails; telemarketing and
the use of location data) can be addressed in future
amendments.

UNITED KINGDOM
E-Government Progress Hampered
by Data Protection Laws

E-government progress is in danger of being held
back by the current legal quagmire of data protection
and freedom of information law,according to a new sur-
vey by Headstar (www.headstar.com).

Around a third of public sector respondents to the
survey said that the Data Protection Act 1998 – which is
intended to safeguard personal information – was pre-
venting them from “joining up” and putting services
online when this involved the sharing of data between
departments or agencies.Furthermore, a quarter foresaw
difficulties fulfilling their obligations under the Freedom
of Information (FOI) Act 2000 and FOI (Scotland) –
which oblige them to disclose information to the public
when asked, unless exempted by other laws.

More worryingly, however, respondents seemed to
feel that the obligations imposed by the two acts could
clash with each other. Said one, “some of the informa-
tion we are required to make available under the Free-
dom of Information Act would require the gathering of
data which seems to contravene parts of the Data Pro-
tection Act”. The Lord Chancellor’s Department is due
to publish advice on resolving legal problems relating to
information management later in 2003.

Headstar’s full survey was published in May 2003 in
“E-Government Outlook 2003–04: Key Steps to Suc-
cessful Services”which provides a round-up and analysis
of events over the last year in the U.K. e-government
sector. Details of how to order a copy of the report are
available online at: www.headstar.com/ outlook
UKauthority.com – a news and information service for local
e-government
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PERSONAL DATA

The Next Great Trans-Atlantic Voyage:
E.U.Laws Protecting HR Data Arrive on America’s Shores (Part I)

By S. Atkins, P. L. Gordon and S. J. Wenner of Littler
Mendelson, in collaboration with G. Clayton, Founder and
Chairman of the Privacy Council

Introduction
Globalisation! The much-ballyhooed war cry of

American business during the past decade could soon
become a double-edged sword for United States busi-
nesses with employees in the European Union. The Eu-
ropean Union’s fifteen1 Member States have slowly
commenced enforcement of, or will soon begin to en-
force, unprecedented privacy-based restrictions on the
“export” to the United States of “personal data” con-
cerning E.U. residents. These new barriers, raised in
consequence of the European Union’s Data Protection
Directive (the “E.U.Directive”), affect far more than the
well-publicised transfers of customer information gen-
erated by businesses engaging in e-commerce. Virtually
every transfer of human resources data from operations,
affiliates, or subsidiaries in the European Union to U.S
headquarters or business units – even a transfer of basic
personnel information such as an employee’s name,
work address,and work telephone number – is subject to
these restrictions and triggers broad obligations.

Given the imminent enforcement of European laws
regulating the transfer of data from the European Union
to the United States, in-house counsel and human re-
sources professionals at U.S. corporations with employ-
ees in the European Union must assess, if they have not
done so already, whether, and how, to put their com-
pany’s information-handling practices in line with the
European Union’s data protection standards. Compli-
ance will require many corporations to radically change
how they collect, store, use, transfer and disclose – i.e.,
“process” – their human resources data. This is because
what many human resources professionals in the United
States would consider to be “business-as-usual” data
handling practices are patently illegal under data protec-
tion laws in Europe where privacy is considered a funda-
mental human right. That, in turn, places both the
European transferor and the U.S. transferee at risk.

It is reasonable for members of the legal and human
resources departments to ask why they should prevail
upon their companies’ business units to commit scarce
capital, time, and attention to an effort that might appear
quixotic in the context of the United States business cul-
ture. The answer: non-compliance with European data
protection laws is a smoldering ember which, if left un-
attended,could suddenly engulf your company in a con-
flagration of bad publicity, civil lawsuits, government
enforcement actions, loss of important data, and internal
recriminations.

While the European enforcement record remains rel-
atively undeveloped at this early stage,authorities in E.U.
Member States have been authorised to levy corporate
fines ranging from small amounts per offence to close to
$600,000 per offence (in Spain).2 Not only are some
corporate employees financially at risk, but they and
their employers could also face criminal prosecution (in
Italy3 and in the United Kingdom,4 for example), with
convictions for particularly egregious violations result-
ing in imprisonment.Perhaps even worse for the corpo-
ration, an offending business could be barred from
eligibility to receive and use personal data coming from
Europe, and could be ordered to destroy any such data
that it acquired unlawfully. Finally, the bad publicity as-
sociated with these enforcement actions could seriously
tarnish a corporation’s hard-earned public image. Put
simply, no U.S. corporation can afford to ignore the Eu-
ropean Union’s data protection regime.

This paper will address the practical impact of the
E.U. Directive on human resources management at U.S.
companies with European operations. We will also ex-
plain the three most practical options that in-house
counsel and human resources professionals should con-
sider as they develop strategies to help guide their busi-
ness through uncharted terrain. In the end, this paper
should equip the reader with a basic understanding of
how the data protection laws now directly applicable to
their corporation’s European operations will demand
new approaches to the collection, storage,use, and disclo-
sure of human resources data at U.S headquarters as well
as in Europe, and the options for addressing this change.

How the E.U. Directive Affects Your
Human Resources Functions

The Basic Principles of the E.U. Directive

The E.U. Directive, which was enacted in 1995, re-
quired the 15 E.U. Member States to implement na-
tional data protection laws by 1998. The Directive
established minimum standards for these national laws.
However, the Directive’s standards are broadly written,
leaving room for interpretation and interstitial legisla-
tion by each Member State to fit its own social and polit-
ical culture and its national experience.

As a result, strong common threads will be seen run-
ning through the data protection laws of all E.U. Mem-
ber States, but there are also important distinctions from
country to country. United States in-house counsel and
human resources professionals advising a company with
employees in, for example, the United Kingdom, Bel-
gium, and Spain must be prepared to encounter three
separate, but related, sets of data protection laws
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administered in those nations by different administrators
and through differing procedures.

To communicate effectively with European counter-
parts and European data protection authorities, human
resources professionals in the United States and their le-
gal advisors must become familiar with the Directive’s
data protection lexicon. The key terms most foreign to
U.S. notions of privacy law are defined below:
� personal data: any information relating to an

identified or identifiable natural person;
� sensitive personal data: personal data revealing ra-

cial or ethnic origin, political opinions, religious
or philosophical beliefs, trade-union member-
ship, health, or sex life;
� data subject: the natural person to whom personal

data relates;
� processing of personal data: any operation, or set of

operations, performed on personal data,
whether or not by automated means (such as
collection, recording, organisation, storage,
transfer, alteration, retrieval, use, or disclosure);
� data controller: the person or entity who alone, or

jointly with others, determines how, and for
what purpose, personal data will be processed;
� data protection authority: the national regulatory

agency responsible for ensuring that data collec-
tors comply with national data protection laws.

The E.U. Directive requires enactment of national
laws throughout the European Union that establish
strict limits on the processing of personal data, impose
significant obligations on the data controller vis-à-vis
the data subject, and confer substantial rights on the data
subject vis-à-vis the data controller. As applied to the
employment context, the Directive’s chief principles
guiding the application of data protection laws include
the following:
� Legitimacy: the employer (the “data controller”)

may process an employee’s (the “data subject’s”)
personal data only (a) with the employee’s prior
consent; (b) as necessary to perform the employ-
ment contract; or (c) to the extent necessary to
comply with legal obligations.
� Notice: before processing personal data, the em-

ployer must inform the employee of the per-
sonal data being collected, how and why the
personal data has been or will be processed, to
whom the data has been or will be disclosed,
and whether the data will be exported outside
the European Union or to a country which
does not provide “adequate” protection.
� Proportionality: the employer may process data

for the purpose disclosed to the employees, or
for a compatible purpose, but in all events the
personal data, which are processed must be the
minimum necessary to carry out that purpose. It
would violate the “minimum necessary” re-
quirement, for example, to require a job appli-
cant to provide the European equivalent of a
social security number if that number will not
be used in connection with the hiring process.

� Access: the employer must (a) grant each em-
ployee’s reasonable request for access to the per-
sonal data it maintains; (b) provide each employee
with the opportunity to correct, erase, or block
further processing or transfers of inaccurate, out-
dated,or incomplete data; and (c) notify any third
party to whom inaccurate, outdated, or incom-
plete data has been disclosed of any additions or
corrections made in response.
� Security: the employer must protect the data

from unauthorised access and disclosure.
� Training: the employer must train employees, as

appropriate, in applicable data protection
requirements.

The precise application of these abstract concepts to
the day-to-day human resources functions of a business
enterprise employing dozens, or thousands, of employ-
ees is a complex matter still being debated at the Euro-
pean Union’s highest levels and refined at the national
level.What is clear,however, is that the national laws im-
plementing the Directive’s broad principles will apply to
and generally limit the collection, storage, transfer, use,
and disclosure of a wide range of human resources data
which, in the United States, would be considered freely
subject to use and disclosure wholly at the discretion of
the employer.5 For example, national data protection
laws of E.U.members will govern, for employees residing
in that state, the processing of resumes, job applications,
sickness and leave records, performance evaluations, and
even employee contact information within the
organisation.

While compliance with the national data protection
laws implementing the E.U. Directive most likely will
fall primarily within the purview of your European
counterparts and advisors, the E.U. Directive, nonethe-
less, demands that you understand what your company
must do to comply with those laws and how the data
protection authorities where your company has Euro-
pean operations are administering and enforcing those
laws. These matters cannot simply be left on the other
side of the Atlantic because, as noted above, European
data protection authorities have the power not only to
levy substantial fines on violators,but also to block trans-
fers of personal data from your European operations.
Furthermore, the national laws will govern how data
may be processed in Europe before it is transferred to the
United States, and thus will determine whether certain
data may be transferred at all. And finally, under certain
circumstances (described below), your U.S. organisation
may have to pledge to co-operate with the data protec-
tion authority of each E.U. member from whose coun-
try data is exported. These authorities and the laws they
administer matter to U.S. corporations doing business in
Europe.

The Extra-Territorial Reach of the
E.U. Directive

Central to the E.U. Directive is a general prohibition
against the “export” of personal data to any country not
providing privacy protections deemed adequate under
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E.U. standards. The national data protection authority
can easily enforce this prohibition because under the
E.U. Directive, the national laws of each Member State
must require that a data controller seek and obtain ap-
proval from the national data protection authority before
“exporting” personal data to a non-E.U. country. Cir-
cumventing E.U. data protection authorities could have
the severe administrative, financial, and even criminal re-
percussions described above.

Proud as Americans are of their legal system, the
European Union has determined that the laws of the
United States do not adequately protect personal data.
Consequently,when your European counterparts or ad-
visors apply to the appropriate national data protection
authority for approval to send even the most basic hu-
man resources data to the United States home office,
they will bear the burden of demonstrating that one of
the exceptions to the general prohibition against export-
ing human resources data to the United States applies.
We discuss below the principal exceptions to the prohi-
bition of data transfers from the European Union to the
United States.

Options for Maintaining the Flow of Data

The current regulatory regime offers three principal
options for the management of human resources data by
United States corporations with employees in an E.U.
Member State:
� re-direct transborder data flows to avoid na-

tional data protections authorities;

� certify compliance with the “Safe Harbor Prin-
ciples” negotiated by the U.S. Department of
Commerce; or

� provide contractual guarantees of adequate pri-
vacy protection.

Deciding which option best suits your organisation
will depend upon a host of factors, including the data-
processing methods of your European operations, the
structure of your company’s human resources manage-
ment, the flow of human resources information within
your organisation, and the enforcement perspective of
the applicable national data protection authority. We
provide a brief overview of each option to assist you in
developing strategies to navigate through the new regu-
latory environment.

Option One:
Redirecting Transborder Data Flows

Those United States corporations with employees in
Europe having decentralised human resources manage-
ment may be able to avoid the direct effect of the E.U.
Directive on their United States operations altogether
by processing human resources data related to E.U. resi-
dents only within the European Union. By way of illus-
tration, a United States company with employees in
Amsterdam, Brussels, and London could centralise all
human resources functions for those employees in
Brussels.By taking the United States headquarters out of
the human resources data flow, the corporation would

avoid the need to adjust its privacy practices in the
United States to meet European standards.

In reality, few U.S. corporations with employees in
Europe could take advantage of this option.Because na-
tional data protection laws apply to personal data related
to all E.U. residents, regardless of nationality, all human
resources data related to United States citizens working
in the corporation’s European facilities would have to
remain in Europe. United States executives would have
to travel to Europe to participate in employment deci-
sions requiring their review of performance evaluations
of an employee in a European facility.As a third example,
the corporation could not transfer to the United States
any human resources information related to a European
employee temporarily transferred to the United States.

In each of these situations, the United States corpora-
tion, in theory, could seek approval for each specific data
transfer on an as-needed basis by demonstrating to the
national data protection authority the applicability of
one of the exceptions to the general prohibition against
personal data exports to the United States. However, re-
liance upon these exceptions most likely would be both
impractical and risky in view of the consequences.6

As one exception, the E.U. Directive permits E.U.
Member States to allow transborder data flows to a third
country not providing adequate privacy protections, like
the United States,where the data subject consents to the
data transfer.

However, that consent, to be effective,must be “freely
given.” In the employment context, consent can be
freely given only if:
� the employee receives prior notice of the pur-

pose for the data transfer; and

� the denial, or subsequent withdrawal, of consent
would have no negative ramifications for the
data subject.

Thus, an employee would have unfettered power to
veto a data transfer intended to permit United States ex-
ecutives to consider his demotion or discharge. Aside
from this practical obstacle to relying upon consent,E.U.
authorities responsible for interpreting the E.U. Direc-
tive have specifically warned employers not to rely upon
employee consent when seeking permission to transfer
human resources data to a third country lacking ade-
quate privacy protections, both because of the ease with
which consent can be revoked and because of the strict
standards applied. Furthermore, in some E.U. Member
States, such as Belgium, there are categories of data that
employees may not consent to having transferred out-
side the European Union. Any such consent is deemed
void, thus leaving that transfer unprotected. In other
E.U. countries, such as Germany and Austria, individual
employees cannot consent on their own behalf; rather,
the consent must be obtained through the employee,and
some councils have taken the position that employees
cannot freely consent to the export of their personal data
to the United States under any circumstances.

The E.U. Directive also permits Member States to al-
low data transfers to an “inadequate” third country
where the transfer:
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� is necessary to perform a contract between the
data controller and the data subject;
� is necessary to perform a contract between the

data controller and a third party for the data sub-
ject’s benefit; or
� is legally required.
These exceptions would cover, for example, the trans-

mission of payroll information about a U.S. citizen em-
ployed in Frankfurt to permit U.S. headquarters to cut a
paycheck, to pay insurance premiums on the employee’s
behalf, and to report to the Internal Revenue Service.
However, the administrative delay inherent in first de-
termining which exception applies and then in obtain-
ing approval from national data protection authorities on
a transfer-by-transfer basis could be extremely disruptive
of such routine functions.

Option Two: Certifying Compliance with the
Safe Harbor Principles

Given the importance of the trade relationships be-
tween Member States and the United States, govern-
ment officials on both sides of the Atlantic labored to
develop a framework,which would permit a more regu-
larised flow of personal data between E.U. Member
States and the United States than would be permitted by
reliance solely upon the narrow exceptions described
above.The end product of these efforts is a set of privacy
protections known as the Safe Harbor Principles. Na-
tional data protection authorities in the Member States
will approve the export of personal data concerning E.U.
residents to any United States business which properly
certifies its compliance with the Safe Harbor Principles.
In-house counsel and human resources professionals
considering the Safe Harbor option must understand
that there are burdens associated with the benefits of ad-
ministrative regularity and predictability so that the de-
cision whether to join the Safe Harbor must be
thoroughly analysed.

Not surprisingly, the Safe Harbor Principles mirror
many of the core principles embedded into the E.U.Di-
rective and, therefore,may be as foreign to United States
professionals addressing workplace privacy issues as the
terms “data controller” and “data protection authority.”
The key terms and broad outlines of the Safe Harbor
Principles,as applied to the employment context,are de-
scribed below:
� Notice: employers must clearly and promptly ad-

vise employees of the purposes for the antici-
pated use and disclosure of each category of
personal data collected, the types of third parties
to whom the information will be disclosed, and
the procedure for lodging complaints concern-
ing alleged violations of the Safe Harbor
Principles.
� Choice: for “sensitive” personal information (de-

fined above), the employer must obtain the em-
ployee’s affirmative consent before disclosing
the information to a third party or using the in-
formation for a purpose which is incompatible
with the purposes for which the employer told

the employee the information had been col-
lected. For all other personal information, the
employer must give the employee the opportu-
nity to “opt out” of the use or disclosure.
� Onward transfer process: the employer must com-

ply with the notice and consent requirements
described above before disclosing personal data
to a non-agent. The employer may disclose per-
sonal data to an agent without notice or consent
if the agent provides adequate privacy safe-
guards, for example,by the agent’s own certifica-
tion to the Safe Harbor Principles or by the
agent’s contractual agreement to abide by those
principles.
� Security: the employer must take reasonable pre-

cautions to protect personal data from loss, mis-
use,unauthorised access and disclosure, alteration,
and destruction.
� Data integrity: the employer must take reasonable

steps to ensure that the data is relevant to its in-
tended use,and is accurate,complete,and current.
� Access: upon request, the employer must disclose

to the requesting employee personal informa-
tion collected from or about that employee in an
E.U. Member State and processed in the United
States after transmission from Europe. The em-
ployer also must provide the employee with the
opportunity to correct, amend,or delete inaccu-
rate information. The employer must notify
third parties to whom the data has been dis-
closed of the inaccuracies.
� Enforcement: the employer, through an identified

corporate representative, must certify annually
to the Department of Commerce that (a) it has
implemented policies to enforce the Safe Har-
bor Principles; (b) it has trained its employees in
those policies; (c) it provides an internal com-
plaint procedure for resolving complaints of
non-compliance; (d) it periodically audits com-
pliance; and (e) it will co-operate with E.U.
authorities investigating complaints of non-
compliance and will comply with any recom-
mended remedial action.

Potential Burdens of Safe Harbor Certification

While in theory a corporation is required to apply the
Safe Harbor Principles only to personal data received
from an E.U. Member State, it would be difficult, in
practice, to justify to a company’s workforce the much
greater privacy rights conferred upon employees resid-
ing in Europe,particularly if those employees are United
States citizens. Moreover, it may become impracticable
to quarantine the personal data to which the Principles
must be applied from that which is generated in the
United States or elsewhere outside the European Union,
risking confusion between “protected” and “unpro-
tected”data.Thus, as a practical matter, compliance with
the Safe Harbor Principles may require a complete over-
haul of your company’s information-handling practices
for your entire workforce.
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An increased compliance burden is not the only po-
tential cost of certifying to the Safe Harbor Principles.
Although certification is purely voluntary,once a corpo-
ration certifies compliance to the Department of Com-
merce, the organisation’s failure to live up to that
representation in connection with human resources data
could result in the company facing litigation in Europe.
As noted above (see, “Enforcement”), a company that
certifies to the Safe Harbor Principles must agree to
comply with any remedy imposed by European data
protection authorities empowered to resolve employee
complaints that a U.S. employer has violated the Safe
Harbor Principles.7

Moreover, the Federal Trade Commission could seek
administrative penalties for what would be deemed an
unfair trade practice (and, in egregious cases, the FTC
could request in addition that the company be criminally
prosecuted for making false representations to the United
States government.) Indeed, FTC Chairman Tim Muris
announced in his first major public statement that, under
his stewardship, the FTC will emphasise enforcement of
existing privacy laws and, in particular, the Safe Harbor
Principles. The FTC will not necessarily wait for a refer-
ral from European authorities. In the FTC’s view, the
agency has the power to prosecute domestic complaints
of Safe Harbor violations without European authorities
first attempting to resolve the complaint.

The Potential Benefits of Certification

On the other hand, there are definite benefits to cer-
tification beyond ensuring the predictability of data
transfers – itself a huge benefit. Companies certifying
compliance with the Safe Harbor may earn a reputation
for being privacy-friendly employers among highly
prized technical employees, providing a competitive ad-
vantage when labor markets tighten. Companies on the
Commerce Department’s publicly available Safe Harbor
list may also burnish their reputation for trustworthiness
with online consumers and with the media. Finally, a
growing number of countries, including Canada, Swit-
zerland, Japan,Hungary,New Zealand, and Australia, are
implementing data protection regimes modeled on the
E.U. Directive, in part to ensure that the companies
within their borders maintain their own flows of data
from the European Union. Certifying compliance with
the Safe Harbor most likely would go a long way to-
wards putting your company in compliance with the
data protection laws in these countries. Finally, certifica-
tion to the Safe Harbor Principles can only enhance the
reputation of the certifying company in European juris-
dictions where its reputation will be important – those
where it has a corporate presence or markets its products.

Option Three:
Contractual Data Protection Safeguards

The Safe Harbor is not the only option available to
those U.S. corporations with employees in an E.U.
Member State for which redirecting transborder data
flows is not a practical solution. At least where a Euro-
pean facility, affiliate, or subsidiary is organised as a

separate entity, the United States company can agree by
contract to provide privacy protections for data transfers
from Europe that the national data protection authority
would deem adequate.For some corporations, these data
transfer contracts may be preferable to certifying com-
pliance with the Safe Harbor Principles. For corpora-
tions in the banking and telecommunications sectors,
which are specifically excluded from the Safe Harbor,
agreement to “data transfer contracts” presently may be
the only feasible alternative for obtaining quick and rou-
tine approval of data transfers to the United States.8

To facilitate the use of data transfer contracts, the Eu-
ropean Union has developed a standard contract for ex-
ports of personal data to countries, like the United
States,which do not provide adequate privacy safeguards
under E.U. standards. The contract requires the parties
to identify the categories of personal data to be trans-
ferred; the data subject or categories of data subjects to
which that personal data relates; the reason that the data
transfer is necessary; and the persons or categories of
persons to whom the data importer intends to disclose
the imported data. Under these contracts, the data im-
porter agrees that when it processes the transferred data,
it will abide by data protection provisions similar to the
Safe Harbor Principles. In addition, the contract confers
on the data subject the right to enforce the contract’s
privacy provisions against both the data importer and the
data exporter through mediation, arbitration, or litiga-
tion (at the data subject’s discretion) in the location of
the data exporter and subject to that state’s laws.8

Advantages of the Standard Contractual Provisions

There are two principal advantages to using a data
transfer contract instead of certifying to the Safe Harbor
Principles.First, the limited scope of a contract may per-
mit the U.S. corporation to avoid the expense and ad-
ministrative burden of a complete overhaul of its
information handling processes to comply with the Safe
Harbor Principles. Under the contract option, the cor-
poration must provide expanded privacy protections
only for the specific data which are the subject of the
contract and the company is not required to conduct pe-
riodic compliance audits, engage in routine training, or
promulgate an entire set of privacy policies, all of which
are contemplated when agreeing to the Safe Harbor
Principles.Second,the contract option reduces litigation
risks because no corporate executive is required to make
a public representation concerning the corporation’s
privacy practices and because the enhanced data protec-
tion obligations are limited to the personal data trans-
mitted pursuant to the contract.

Significantly, the corporation can obtain the benefits
of the contract option without necessarily foregoing the
predictability of data transfers through certification to
the Safe Harbor Principles.National data protection au-
thorities are required to permit data transfers made pur-
suant to the standard contractual provisions except
where those authorities have reason to believe that the
data importer has not, or will not, comply with the con-
tract’s data protection requirements. Thus, predictability
is virtually assured. In addition, the contract is standard
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for all E.U. Member States so that a corporation can use
the same contract to transfer the same type of personal
data relating to its employees in any E.U.Member State.

Disadvantages of the Standard Contractual
Provisions

The narrow scope of the data transfer contract has its
disadvantages as well.A U.S. corporation,which imports
personal data about its customers, or a wide variety of
human resources data about its employees, may be re-
quired to execute an unwieldy number of contracts to
cover the entire spectrum of data categories. In addition,
the contracts could hamstring a company that may wish
to use the imported data for an unanticipated purpose.
By its own terms, the standard contract permits the data
importer to use the imported data only for the purpose
specified in the contract when the transfer was made.
Thus, use for another purpose would place the data im-
porter in breach of contract.

The data subject has the unilateral right to choose
whether to mediate a data protection dispute or to bring
a civil action in the courts of the Member State in which
the data exporter is established. If the data subject and
data importer both agree, they also can refer the dispute
to arbitration if the data importer is in a country, such as
the United States, that has ratified the New York Con-
vention on enforcement of arbitration awards.

However, regardless of the forum selected (media-
tion/litigation) or agreed to (arbitration), the Standard
Contract Clause commits the parties to resolve disputes ac-
cording to the data protection laws of the data exporter’s
country.The right of data subjects to choose unilaterally to
litigate in the data exporter’s courts means that by signing
the standard contract in order to receive a data transfer from
a source in a Member State,the data importer has subjected
itself to the laws and the courts of a Member State.By con-
trast,U.S. companies certifying to the Safe Harbor are sub-
ject to remedial action in Europe for an alleged privacy
violation in the United States only if the alleged privacy vi-
olation involved human resources data.

1 The present number of members is certain to grow in this de-
cade as nations, many formerly in the Eastern Bloc, who were
unable to satisfy the rigorous admission standards earlier, vie for
admission.

2 See Organic Law of December 13, 1999 on the Protection of
Personal Data, Art. 44(4)(a).

3 See Act No. 675 of 31.12.1996 (consolidated), Chapter VII, Arti-
cle 35.

4 See, e.g., Data Protection Act 1998, ch. 2, §§21m 47(1).
5 There are exceptions to this proposition at the state level in ju-

risdictions such as California, which recognise a state constitu-
tional right to privacy that has been held to be applicable to
private employment relationships. This is a distinct minority
view in the United States, however. More states, e.g., New York,
are at the opposite end of the spectrum, essentially recognising
only a very limited right of privacy in the commercial context.

6 In addition, the notion that a U.S. company’s human resources
organisation could avoid contact with personal data from the
European Union completely is even less reasonable when it is
realised that any personal data, including data developed for inter
alia sales and marketing purposes, could trigger application of
the E.U. data protection mandates for the data transferred.

7 The situation is different if the company’s violation of the Safe
Harbor Principles relates to its handling of customer data, as op-
posed to human resources data. In such circumstances, the U.S.
company would be subject to sanction only in the U.S. Thus, one
of the major advantages of certifying to the Safe Harbor Princi-
ples with respect to the processing of customer data is not pres-
ent when considering whether to certify with respect to the
processing of human resources data. A U.S. company may elect
to certify with respect to one category of data, but not the other.

8 As of this writing, Safe Harbor protection for financial services
and telecommunications companies is under active consideration.

9 The standard contract can be found at http://europa.eu.int/comm/
internal_market/en/dataprot/news/1539en.pdf.

Scott J. Wenner and Philip L. Gordon are Members of Lit-
tler Mendelson in the firm’s New York and Denver offices,
respectively.Mr.Wenner may be contacted by telephone or e-mail
at: 212.583.2664; swenner@littler.com and Mr. Gordon may
be contacted as follows: tel: 303.575.5858; pgordon@littler.com.
Shanti Atkins, an attorney, is Littler Mendelson’s Allied
Business Manager in San Francisco, and can be reached at: tel:
415 677 3140; satkins@littler.com. Gary E. Clayton is
Founder and Chairman of the Privacy Council.He may be con-
tacted on tel:972 997 4044;or at:gclayton@ privacycouncil.com

The second part of this article will appear in the July issue of
World Data Protection Report.

SECURITY & SURVEILLANCE

Case Report

AUSTRIA

� STATE MUST PAY FOR
SURVEILLANCE EQUIPMENT

Austrian Constitutional Court, February 27, 2003

A court in Austria has ruled that it is unconstitutional
to compel telecommunication operators (“TO”s) to im-
plement wiretapping equipment at their own expense.

In a decision of February 27, 2003 the Austrian Consti-
tutional Court (Verfassungsgerichtshof, VfGH) annulled a
provision of the Telecommunications Act (Telekom-
munikationsgesetz, TKG) whereby the burden of ex-
penses for wire tapping equipment was imposed on the
telecommunication operators.

Since 1997, section 87 TKG requires TOs to install
wire tapping equipment. This provision authorises law
enforcement authorities to obtain traffic data from a TO.
It provides that TOs are “obligated to co-operate to the
necessary extent in the surveillance of telecommunica-
tion”.They are required to make available all equipment
needed for the surveillance of a specific telecom-
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munication to the prosecuting authorities. All data
recorded by such equipment may be released to prose-
cuting authorities merely on the basis of a court decision
pursuant to the Austrian Criminal Procedure Code (sec-
tion 149a et seq).

The Ministry for Traffic, Innovation and Technology
recently issued an ordinance in 2001,which specifies the
obligations under section 89 TKG, the Surveillance Or-
dinance (Überwachungsverordnung, ÜVO).

Under section 3 ÜVO, the TOs must provide for dif-
ferent surveillance installations within their networks. In
particular, they are obligated to furnish the following
data upon a court’s request:
� the recording of calls from and to the subscriber

line under surveillance;
� the number of the subscriber line under surveillance;
� the numbers dialled from the subscriber line under

surveillance, even when a call is not completed;
� any incomplete numbers dialled from the sub-

scriber line under surveillance, where an at-
tempted call is prematurely terminated;
� the numbers of subscriber lines from which the

subscriber line under surveillance is dialled, even
when a call cannot be completed;
� in the case of mobile-telephone lines under sur-

veillance, the cells carrying the call under
surveillance;
� the beginning of the call or attempted call with

date and time;
� the termination of the call or attempted call

with date and time and the duration of the call.
In addition, starting from 2005, TOs have to comply

with the European Standard ES 201 671 Version 2.1.1
of the European Telecommunications Standardisation
Institute (section 4, para 1, subpara 4 ÜVO).

Section 89 TKG provides for a right of the TOs to
be reimbursed for the pertinent cost of a single wire-
tapping. The reimbursement excludes, however, the
cost of the necessary surveillance equipment and its
installation.

Six major Austrian (fixed and mobile) telephone op-
erators challenged the legality of this provision before
the VfGH. They argued that it infringed their funda-
mental rights to protection of property and to equality
of treatment. Costing several million Euros, the obliga-
tion to install the required surveillance equipment im-
posed upon the TOs a financial burden that was not
outweighed by any private benefit linked to it but was
solely in the public interest for the prosecution of crim-
inal activities. Furthermore, this financial burden was
likely to increase in the future since the TOs were com-
pelled to update the surveillance equipment in line with
technological development.

In its decision, the VfGH affirmed the state’s power to
commit private persons or entities (such as TOs) to per-
form public tasks or to co-operate in such. Therefore,
the co-operation obligations provided for by the TKG
and the ÜVO as such are in line with the Austrian
constitution.

However, the Court also held that the co-operation
obligations imposed upon the TOs must comply with
the principle of proportionality provided for in the Aus-
trian constitution. This principle requires that the costs
of the TOs be balanced with circumstances creating a
special legal and economic relation between the TOs
and its (monitored) customers. Such circumstances
comprise the calculability of the expenses, the economic
burden and the interest of the company in the required
services and a possible endangerment created by the op-
eration of the company’s business.

Since the law, by simply shifting all expenses to the
TOs, lacked any observation of this duty of balancing, it
violated the principle of proportionality. The Court
found that it is not justified to impose such obligations
on the TOs regardless of the nature and scope of the
TOs’ obligations to co-operate, and regardless of the
content and extent of the wire tapping involved. There-
fore, “the financial burden of the telecommunication
operators and the preparation of copious devices is only
justified in case of special circumstances and after a con-
ducted balancing of interests” (VfGH judgment, p. 43).
Mere budgetary constraints of the state, however, cannot
constitute a reasonable basis for the imposition of the
duty to bear all costs of such an activity of public
interest.

As a consequence, the Austrian government has to
amend section 89 TKG by the end of 2003, taking into
account the principle of proportionality. By such
amendment, the TOs will probably be entitled to reim-
bursement of the cost incurred by the installation of the
surveillance equipment required under the TKG and
the ÜVO.
By Martin Brodey and Florian Oppitz,Dorda Brugger & Jordis.

EUROPEAN UNION

� ECHR RULES ON BREACH OF
PRIVACY BY USE OF CCTV IMAGES

Peck v. The United Kingdom
In the recent case of Peck v. The United Kingdom (Ap-

plication no. 44647/98), the European Court of Human
Rights held that the disclosure by Brentwood Council
of images of Mr Peck constituted a serious interference
with his right to respect for private life, and the disclo-
sure was not proportionate to the legitimate aims pur-
sued by the Council.

In 1995 images of Mr Peck walking down Brent-
wood High Street were captured by Brentwood Coun-
cil’s CCTV cameras without his knowledge.At the time
Mr Peck was suffering from depression and attempted
suicide (although the event was not captured on
CCTV). Mr Peck was carrying a knife and the police
were alerted, although Mr Peck was never charged.Later
in 1995 the Council disclosed still photographs and
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footage from their CCTV system to various local news-
papers,Anglia TV and BBC’s “Crime Beat”programme
to publicise the success of the Council’s CCTV cameras.
In each case Mr Peck’s image was either not masked or
masked inappropriately, and as a consequence he was re-
cognised by his friends, neighbours and colleagues.

Although at the time Mr Peck was in a public street,
the Court held he was not participating in a public event
and was not a public figure, and in addition he had never
been charged with a criminal offence. The Court held
that the Council’s actions were disproportionate and an
unjustified interference with Mr Peck’s private life, and
as a result a violation of Article 8 of the European Con-
vention on Human Rights. The Court found that the
Council should have pursued other options, for example
discovering Mr Peck’s identity and obtaining his con-
sent, or the Council could have effectively disguised
Mr Peck’s identity, or taken better care to ensure that
the media properly disguised Mr Peck’s identity, for
example, by having a written contract regarding the
disclosure.

Although Mr Peck had complained to the Broadcast-
ing Standards Commission, the Independent Television
Commission and the Press Complaints Commission
(two of which upheld his complaint) and applied for ju-
dicial review, at the time the European Convention of
Human Rights had not been implemented in the
United Kingdom and therefore the Court held that he
had not been able to obtain an appropriate national
remedy. The Court found that the threshold for judicial
review was too high for Mr Peck to obtain an effective
remedy. As a result the Court awarded Mr Peck
EUR11,800 for distress and embarrassment, and
EUR18, 075 to cover the costs of both domestic and
European proceedings.

The case highlights that CCTV footage must be
treated with care and in particular attention should be
paid to individuals’ right to privacy following the imple-
mentation of the European Convention of Human
Rights, and the Data Protection Act 1998, in relation to
how CCTV footage is captured, retained and used.

CCTV footage is personal data for the purposes of
the Data Protection Act 1998 and the recording, use
and disclosure of such footage must be in accordance
with the provisions of the Act. The Information Com-
missioner has approved a Code of Practice in relation
to the use of CCTV cameras, and although there are a
number of exceptions to the application of the Code
(including CCTV used by employers to monitor their
employees which falls under the Employment Prac-
tices Data Protection Code, or the use of personal se-
curity equipment in private homes, and surveillance
activities covered by the Regulation of Investigatory
Powers Act), the Code does have useful guidance on
the capturing and processing of CCTV images to en-
sure compliance with the Data Protection Act 1998.

By John Armstrong and Lisa Benjamin, CMS Cameron
McKenna; tel: +44 (0) 20 7367 2701; e-mail:
john.armstrong@cmck.com; or lisa.benjamin@cmck.com

News

UNITED KINGDOM

Part 3 of Employee Monitoring
Code Published

After a delay of over two years, the Information
Commissioner has today finally published Part 3 of The
Employment Practices Data Protection Code on the
controversial issue of monitoring employees at work
(including their use of e-mail, the Internet and tele-
phone calls).

The Code does not create new law, rather it sets out
the Information Commissioner’s recommendations as
to how the existing legal requirements of the Data Pro-
tection Act (“the Act”) can be met in the context of the
employer/employee relationship. However, businesses
must consider the contents of the Code carefully as it
contains benchmarks which can be cited by the Com-
missioner in any enforcement action that it takes against
an employer in relation to its processing of employees’
personal data.

The following points in the Code are of particular
significance:
� Any adverse impact of monitoring on employ-

ees must be justified by the benefits to the em-
ployer and others. This is best achieved by
carrying out an “impact assessment” which is
designed to help employers judge whether a
monitoring arrangement is a proportionate re-
sponse to the problem it seeks to address.
� Monitoring is usually intrusive and employees

have “legitimate expectations that they can keep
their personal lives private”. The key message
for employers is that monitoring should only be
carried out where there is a clear, justified pur-
pose, and employees must be fully informed of
the reasons and circumstances under which they
may be monitored.
� Covert monitoring (where an employee does

not know he or she is being monitored) can
only be carried out in “exceptional circum-
stances”, where there are grounds for suspecting
criminal activity or equivalent malpractice and
where notification would hinder the prevention
or detection of the activity.

The courts and employment tribunals are also likely
to take the Code seriously.Recent cases (such as the Na-
omi Campbell privacy case) indicate that the courts are
already guided by the Commissioner’s views.

The Code is available from the “Guidance & other
publications” page of the Information Commissioner’s
website at www.dataprotection.gov.uk.
By Gary Brooks, Solicitor, Berwin Leighton Paisner, London;
e-mail: gary.brooks@blplaw.com
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