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With the publication in The fralian Oilical Journal

of the Legislative Decree of Janvary 23, 2062 No. 10

“mplementation of the EL Directipe 139979357 E( o1 a
Comanntiry framerork for electvomy stgnames”, Ttaby has in-
troduced new rules on electronic signatures to comply
with the EL) Direcuve, Consdering that 1 laly elec-
tromie signatures have been fully valid since 1997 omay
be useful to shoitly iastrate the previous Ttalian Tegal
framework on the matter, before the cirrying out of an
in-depth anaysis of the new tules and the velated
modifications,

Previous Legal Frameworl on
Electronic Signatures

In 1997, Laly enacted the first European law about
the validity of elecronic sigmtures: the Prestdential Dhe-
cree No. 313 of 10 Neovember 1997 © Regotations estab-

lishing oviteria apd meass for implementing Section 15(2) of

Lasr No. 59 of 15 Mawch 1997 conceramg the ceeation, storage
s iranserdssion of donanents by menns of computer-bused o
felematic sysioms™

Law NoL 5% of 15 March 1997 © Pelegation of poivers io
the Council of Ministess to conger tasks and fundiions on Re-

gions and lecal awtheritics, fo pursie the wlorm of the public

sdministation, and 0 simplify adminisyative proredires”,
provided that acts, data and documents created by Public
agencies and priviate persons by means of computer-
based or telematic systems, contracts drawn wp by such
Faeains, @y well as Uthelr storge or irausimission by reais
of computer systeros, shall be legally vabid and relevant
{or any purpose of lew {axticle 15).

The provisions comaed in the mentioned Decree
313/1997 have been successtvely tnserted in the Presi-

denrial Decrre of December 28, 2000 No 445 “Coasoli
didiose Ad relaied o the legudarie aad regudation provisions
abent wdministserive decimentation”, Consolidanon Acus
epresent 4 partivular legelative rechnique: il the legis-
Lative and pepuilation provisions on g vertain o,
spread over several acts, are collevted an unique text.
it particular, befors the entering into foerce of the
new Legislative Decree No. 1072002, the Consalidanon
Act H372000—Section V. artiches 22-24 contained the
current disapline in toree about clectrome signatures.

Main Concepts of Electronic Signatures

According 1w the Consolidation Act 44572000, the
main concepts related to clectronizc signatures 1 lraly
are the tollowing:

“Elactronic documen:” the computer-based represonta-
nen of legally relevant ace faces or data

“Liigial stgzanoe” means tie result of & coni-
puter-based process {validation) implementing an asym-
metrie ciyprographic system comsisting ot a pubbic and o
private key, wherehy the signer asserts, by means of the
private key, and the recipient verifies, by means of the
public key, the origin and integrity of 4 single electromic
docurnent or a set of such docoments; (the previous [tal-
tanr rubes made 2 distinetion berween Melecrronic” and
“digieal" signarures, being a “digital signacure” the one as
defined in the Consolidaton Act 44572000},

“Falidation systear” means a compuer-based erypro-
graphic systemn capable of creating and aflixing digial
siguatures or of venidying the validity of digiad
sigratires.

“Asymmetric key” means a pair of cryptographic keys
vowprisitig a public and o private key, related to each
other, ro be vsed of the eneryption or valdation of elee-
onic documents.

“Private ley” 1wweans the item within an asymumetiic
key pair that is weant to be known anly o the holder of



the asymmetric keys. and that &5 wsed w afhix 1 digatal
signatere to electronic docunents or o decrypt elec-
sronic documents previously encrypted by means of the
corresponding public key.

“Pudtic key” means the item, within an asyminietric
key pair, that Is meant to be pade public and that is used
to verify the digital signature affixed to electronic docu-
ments by the holder of the asvounetric keys, or to en-
crype electronic documents for wansmission w the
holder of the asymmewric keys.

“Bigmerric key’ means a string of compurer-based
codes used in securicy systems chat verify personal iden-
riry by reference to physical features unique to the user.

“Cerlifiention” weans the result of @ computer-based
process that is applied to the public key and that can be
detected by validation systems, whereby the public key
is certified unique to its holder, the holder is identified,
and the period of validity of the key and the expiry date
of the corresponding certificate are set, for 1 period not
exceedmg three years.

Falidation by fime-stasnp™ means the result ot o com-
puter-hased process wader which ene or more elec-
tronic documents are marked with a date and tme that
are legally valid against third parties.

“ Blectsonic address” means the idendfier of a logical or
physical resource that is capable of receiving and record-
ing electronic documents,

“Certification authority” means the public or private
entity that cffects the certification, issues the public key
certificate, makes the public key and the corresponding
cortificate publicly available, and publishes and updates
certificate

“Revocation of o cortificae” maeans the penmanent inval-
idation of a certificate by the certifying authority
from a specific pomnt in tine, excluding retroactive
wvalidation.

“Suspension of w certificaie” means the temporary inval-
idation of a certificate by the certfying authority.

“Lalidity of a certificate” refers to the fact that the infor-
mation recorded in a certificate is legally walid and
fvotable against the helder of the corresponding public
key

“léchuieal mles” means technical specifications, n-
cluding any legal provision to be applied to them.

- Rules Relating to Digital Signatures

A digital signature may be affixed or associated by
nicans of a separate document to any clectronic docu-
ment, set of electronic documents, on copies or dupli-
cates thereol. ‘

Affixing a digita! signature 10 an elecrronic document
or associating one with it shall have the same effects as
putting the required signature to acts or documents
WTILLETL OF Paper.

Any digital signature must uniquely identify a single
eniity and the document or documents to which & has
heen affixed or with which it has been associated.

The private key used to generate a digital signature
st correspond Lo 1 public key that is still within its pe-

riod of validity and that has not been revoked or sus-
pended by the public or private entity that carried out
the certification.

Using 3 digital signature affixed or associated by
means of a revoked, suspf:uded ot expired key shall have
the same effects as fallure o sign. Revoration and sus-
pension, whatever the rewson, shall take effect on the
moment of publication, unless the revoking authority or
the entity requesting suspension proves that revocation
or suspension was already known 1o all interested
parties.

Affixing a digital signature shall, for all purposes in
law, complement and substitute for any required seal,
Stanp, COUNIEFSIgn or other distinctive muark.

By means of the methods and technigues specified in
the Prime Minister Decree of February 8, 1999 “ Tochni-
cal rules for the setting up, seneding, recording, reproducing, du-
plication, validation of electronic documents as pev art. 3 of the
Presidential Decree of November 10, 1997 No, 5137, a digi-
tal signature must disclose such elements as are sufficient
io identify the subscriber, the authority that carried ous
the certification, and the repository where it is accessible
for consultaion.

Authenticated Signatures

A specific kind of digital signature is represented by
the “authenticated digital signature”. The digital signarure
authenticated by a notary public or another authorised
public official shall be deemed w be an authenticared
signature for the purposes of Section 2703 of the [talian
Civil Code. Article 2703 co. (Authenticated signature) pro-
vides that a signature that has been authentcated by a
nowary o by another authorised public official 1s weated
as having been recognised. The authentication consists
of a certification by the public offictal that the signature
was written in his presence. The public official must
previously verify the identity of the person who makes
the signature.

In order to authenticate a digital signature, the public
afficial shall certify that the digits signature vwas affixed
by the signer in the presence of the official following
verification of the signer’s identity and the vabduy of
the public key; that the signed document reflects the
signer’s will, and that it is not in breach of existing laws,

The public official’s digital signature shall, for all pur-
poses in law, complement and substitute tor any seal,
stamp, countersign or other distinctive nrark that may be
required.

Where an clectronic document must be accompa-
nied by another document originally created on a dit-
ferent medium, the public official may attach a certified
true electronic copy instead.

Digrital signatures inserted into electromc documents
delivered to or deposited with a Public agency shall be
regarded as having been affixed in the presence of the
responsible agent.

Daocuments delivered to or deposited with a Public
agency over telematic systenis or on a computer-based
medium shall be valid, for all purpases in faw, on condi-



tion that they have been digially stgned and validated
by wime-stamp.

A digital signature shall substitute for a hand-written
or otherwise required signature in all clectronic docu-
ments of Public agencies. The use of a digital signature
shall, for all purposes in kaw, complement and substitute
for any reguired seal, stamp, countersign or other chis-
tinctive mark.

The holder of an asymumetric key pair may deposit
the private key umder secrecy with a notary public or
another authorised public repository,

The private key to be deposited shall be recorded on
any suitable medium by the owoer. It shall be delivered
in a sealed package such that the informaton recorded
carmot be read, extracted or be otherwise made known
without causing alterations or breakage.

Any person or entity intending to utilise, an asyn-
metric eryptographic systen shall obtain a suttable key
pair. One of these keys shall be made publicly avaksble
by means of the certification process carried out by a
certifying authoruy.

Public keys shall be kept by the cortifying authority
for at least 11 years from the date of publicavion. They
shall be accessible by telematic means ay fromn the begin-
ting of their periad of validity.

Certifying Authorities

Without prejudice to the provisions related to the
Public Agencies, the certification operations shall be
comducted by certifying authorinies namned, following
notification prior 0 the beginning of operation, 1n a
public list accessible by telematic means. The hist shall be
drawn up, mamtained and updated by the AIPA. Cer-
tilying “authorinies shall fulfil the following requre-
menits, further specified in the Prime Minister Decree of
February 8, 1999 “fachuizal rules for the setting up, sending,
vevording, reprodicing, duplication, validation of clectronic doci-
mews as per art. 3 of the Presidential Diecree of November 10,
1997 No 5137,

Certifying authorities that are private cnuties shall be
set up as joint-stock companies; their registered capitad
shall mect at least the working capital requirements for
authorised banking enterprises {which 15 BEUR
6.435.000 ~ ITL 12.500.000.000).

Legal reprosentatives and adminisivatons of certifying
authoriges shall meet the requirements of good repute
laid down for persons i exccutive, managerial or audit-
ing positions in barks.

Assurance must be given that the certifying author-
ity’s responsible technical staff and staff charged with
carrying out certification procedures are sutficiently
knowledgeable and proficient to satisfy the provisions
set vut in this regulation and the technical rales of the
Decree of February 8, 1999. The quality of com-
puter-based processes and products shalt meet interna-
tiotially recognised standards.

The certification process above mentioned may also
be carried out by a cerufying authority whose livense or

authorisation wus  issued, subject to equivalent
requirements, by anuther member State of the Euro-
pean Union or European Economic Area.

Any person or entity intending to make use of an
asymumetric key or digital signature system shall take all
necessary organisational and technical measures to pre-
vent loss or damage to third parties. '

The certifying authority shall:

B Accurately idenufy the person applying for
certification;

B lsue and publish cerdficates meeting the re-
quirements to be set out in the Decree of Feb-
ruary & 1999,

& Onrequest of the subscriber, and with the assent
of the third party concerned, specify any Power
of representation or other title relating to the
subscriber’s profession or office held.

m Meer the technical rules contained in the De-
cree of Februiary 8, 1999,

¥ Provide exhanstive and clear intormation to the
applicants concerning the certsfication practice
ared the techitical requirements necessary (o ob-
rin certification;

8 Comply with provisions concermng the minimal
security standards of compater systems and the
treatment of personal data, according to Secton
13 (2) of Law No.675 of 31 December 1996,

B Not accept the deposit of private keys;

# Promptly revoke or suspend certilicates i the
following circuinstances: ou request of the sub-
seriber or of the third party of whom the sub-
scriber is an authorised agens m case the key has
been compromised; ou decision of an authority;
on disclosure of facts liniting the subscriber
capacity; if abuse or forgery is suspected:

® Inuncdiately make public any revocation or sus-
pension of ap asymmetric key pasr;

B 1 the cerdfication activity is discontinued and
records are consequently invalidated or tzans-
ferred to another certifying authority, immedi-
ately notify the ATPA and the subscrnbers, at least
six months in advance,

In accordance with their sttutes, Public agencies
shall, on their own authority, gencrate, store, certify and
use their own public keys.

The public keys of public officils not ewnployed in
Public agencies shall be autenomously certified and pub-
lished, in accordance with the relevant laws and regula-
tions governmg the use of hand-writien signatures.
Public keys held by legally recognised Professional regis-
ters and or their legal representadves shall be certfied and
published by the Mimstry of Justice or by delegated
agents.

Having analysed n detail the previous Tralian legal
framework on clectronic signatures, it s important o -
lustrate and to compare the new provisions on Elec-
tronic Signatures incrodaced by the Legisladive Decree
11/2002: the related analysis will be published in Pare 2
of thiy article in the newr mssee,



Electronic Signaturés in italy (Part 2)

By Avv. Alessandro del Ninno, Studio Legale Torucd, Infor-
imation and Communication Technology Department, Via
Principessa Clotilde n. 7, 00196 Rome. See wunw, ronucet. it;
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Legislative Decree of January 23, 2602 No. 10 intro-
duces relevant modifications, especially if compared
with the rules of the Consolidation Act No. 445/2000
{which shall continue in force). In any case, the Legisla-
tive Decree 10/2002 provides that within 30 days start-
ing from its cntering into force (March 2, 2002), a
specific Regulation to co-ordinate the new provisions
with the ones contained in the Consolidation Act
445/2000 must be enacted. With this Regulation shall
be specified also the new requiremnents for the certifica-
tion service providers.

First of ali, it can be useful pointing out the different
definitions of the legal terms contained in article 2 of
the Legislative Decree 1072002, especially if compared
with thase of the Consolidation Act 445/2000 above il-
tastrated (and which are still in force with specific regard
to that kind of electronic signatures defined as “ad-
vanced electronic signature” in the new Decree].

According to article 2

“clectronic signature” means data in electronic forn
which are attached to or logically associated with other
electronic data and which serve as an informatic method
of suthentication;

“certification-service-provider” means an cntity who
issues certificates or provides other services related to
electronic signatures;

“crediced certification-service-provider” means certif-
ication service providers credited in ITtaly or i other
Member States of the UE according to article 3, para-
graph 2 of the EU Directive 1999/93/EC (Article 3,
paragraph 2 provides: “without prejudice to the provi-
sions of paragraph 1, Member States muy introduce or
maintain voluntary acereditation schemes auming at en-
hanced levels of certification-service provision. All condi-
tions related to such schemes must be objective,
transparent, proportionate and non-discriminatory.
Member States may not imit the number of accredited
certification-service-providers for reasons which fall
within the scope of this Directive™);

“lectronic certificates™ means an clectronic attescation
which links signaturc-verification data to a person and
confirms the identity of that person;

“gualified certificate” means a certificate which meets
the requirements laid down in Annex of the UE Direc-
five 1099/93/EC and is provided by a certificatton-ser-
vice-provider who fultils the requirernents laid down in
Annex IL.

Requirements for Qualified Certificates

With regard to the requirements laid down in Annex
I and II of the EU Directive 1999/93,it 1s useful to fully
report the related texts:

EU Directive 1999/93/EC - ANNEX L:

R equirements for qualified certificates

‘Qualified certificates must contain:

(a) an indication that the certificate s issued as a quali-
fied certificate; ‘

(b) the identification of the certification-service-pro-
vider and the State in which it is established;

(c} the name of the signatory or a pseudonym, which
shall be identified as such;

(d) provision for a specific attribute of the signatory to
be included if relevant, depending on the purpose for
which the certificate is intended;

(€) signature-verification data which correspond to
signature-creation data under the control of the signatory;

(£} an indication of the beginning and end of the pe-
riod of validity of the certificate;

{g) the identity code of the certificate;

(h) the advanced electronic signature of the certifica-
tion-service-provider issuing it:

(i) limitations on the scope of use of the certificate, if
applicable; and

() limits on the value of transactions for which the cer-
tificate can be used, if applicable.

Certification Service Providers

EU Directive 1999/93/EC - ANNEX II:

Requirements for certification-service-providers 1s-
suing qualified certificates.

Certification-service-providers must:

(a) demonstrate the reliability necessary for providing
certification services;

(b) ensure the operation of a prompt and secure direc-
tory and a secure and immediate revOCAtion service;

(c) ensure that the date and time when a certificate 1s
issued or revoked can be determined precisely;

(d) verify, by appropriate means in accordance with na-.
tional law, the identity and, if applicable, any specific at-
tributes of the person to which a qualified certificate is
issued;

(¢) employ persornel who possess the expert knowl-
edge, experience, and qualifications necessary for the ser-
vices provided, in particular competence at managerial
level, expertise in electronic signature rechnology and fa-
miliarity with proper security procedures; they must also
apply administrative and management procedures which
are adequate and correspond to recognised standards;

(6 use trustworthy systems and products which are
protected against modification and ensure the techiical
and cryptographic security of the process supported by
them;

() take measures against forgery of certificates, and, in
cases where the certification-service-provider generates
signature-creation data, guarantee confidentiality during
the process of generating such data;



(h) maintain sullicient financial resources to operate
in conformity with the requirements laid down in the
Directive, in particular to bear the risk of Lability for
damages, for example, by obtaining appropriate
insurance; }

{1) record all relevant information concerning a quali-
fied certificate for an appropriate period of time, in par-
deular for the purpose of providing ewvidence of
certification for the purposes of legal proceedings. Such
recording may be done electronically:

(j} not store or copy signature-creation data of the
person to whom the certification-service-provider pro-
vided key management services;

(k) before entering into a contractual relationship
with a person seeking a certificate to support his elec-
tronic signatuse inform that person by a durable means
of communication of the precise terms and conditions
regarding the use of the certificate, including ay limita-
tions on its use, the existence of a voluntary accredita-
rion scheme and procedurcs for complaints and dispute
setilement. Such information, which may be transmitted
electronically, must be in writing and it readily under-
standable fanguage. Relevant parts of this information
must also be made available on request to third-parties
relyinyg on the certificate;

(I} use trustworthy systems to store certificates in a ver-
ifiable form so that:

- only authorised persons can make cotries and
changes;

~informuation can be checked for authenticity;

- certificates are publicly available for resrieval in only
those cases for which the certificate-holder’s consent has
beens obtained; and

- any techaical changes compronusing these security
requirements are apparent to the operagor.

Other Legislative Definitions

Carrying on the analysis of the provisions contaned
in article 2 of the Legislative Decree 10/2002, the other
legislative definitions are:

“secure-signature-creation device” means a signa-
ture-creation device which meets the requirements laid
down in article 10; (see infra pp. 30-31)

“advanced electronic signature” means an electronic
signature which meets the following requiremnents:

1.1t is uniquely linked to the signatory;

2.it is capable of identifying the signatory:

3.1k is created using means that the signatory can main-
tain under his sole control; and

4.it is linked to the data to which it relates in such a
manner that any subsequent change of the dara s
detecrable;

“voluntary accreditation™ means the recognition of the
certification service provider’s possession of the require-
ments set up at the highest level in terms of quality and

*secutity, provided that the certification service provider
reguires such recognition.

Appointment of Certification Providers

One of the most important new provisions is related to
the new system of appoinement of certification service

providers. The Legislative Decree provides that the
certification activity carried out by a certification service
provider in Italy or elsewhere in the EU territory 1s free
(article 3). No preventive authorisation is required. It is
only requested (article 4) that, before the beginning of his
activity, the certification service provider who wants to is-
sue qualified certificates shall communicate—even by
means of telematic devices—the starting of the activity to
the Department of [anovation and Technology of the
Council of Ministries’ Presidency (entity which shall
carry on control and supervision activitics with regard the
whole sector on the basis of notices coming from public
or private subjects or “ex officio”). Before the new disci-
pline, as illustrated above, the rules in force required par-
ticular conditions to comply with.

Further, with the new Legislative Decree a special “op-
tional accreditation system’ for certification service pro-
viders is also introduced {article 5). Certfication service
providers can optionally request to the Department of In-
novation and Technology of the Council of Ministries’
Presidency to be recognised as certification authorities
which comply with the highest requirements in terms of
quality and security of the service. If the certification ser-
vice provider so requires, he shall have ro demonstrate the
possession of additional technical requirements (addi-
tonal requirements with regard to the basis requiremnents
of the certification service providers who supply
non-qualified certificates). Moreover, he shall demon-
strate the possession of requirements of honour and a fi-
nancial soundness. If the Department of Innovation and
Technology of the Council of Ministries’ Presidency shall
accept the application, the appointed certification service
provider shall be inserted in a special list held by the De-
partinent itself and publicly available also by means of
telematic devices. In any case, it must be pointed out thata
specific further Regulation to be still enacted shall clarify
in detail the particular requirements to be held by the cer-
tification service providers.

Form and Efficacy of Documents

A very important provision is contained in article 6 of
the Legislative Decree 10/2002. This provision, in fact,
modifies in part article 10 of the Consolidation Act
445/2000 with regard to the form and efficacy of elec-
tronic documents. It is provided that electronic docu-
ments shall have the evidential weight provided for under
Section 2712 of the Civil Code with regard to the facts
and the things represented. Article 2712 of the Italian
Civil Code {Mechanical reproductions) provides that
photographic ar cinematographic reproductions, phono-
graphic recordings and, In general things, constitute full
evidence of the facts or things represented, if the persons
against whom they are offered do not deny their corre-
spondence to the actual facts or things concerned.

Further, electronic documents signed with an elec-
tronic signature shall have the evidential weight of a pri-
vate deed. With regard to its evidentiary value, the
clectronic document itsclt shall be frecly evaluated, ac-
cording to its objective characteristics in ters of quality
and sccurity. Further, it shall satisfy the requirements re-
ferred to in Seetions 2214 et seq. of the Italian Civil Code



ot in any .other equivalent statutory or regulatory provi-

~ sion, Art. 2214 Civil Code (Mandatory books and other

commercial books) provides that:

“tlie-enterpriser who exercises a business activity
shall keep a journal and an inventory book. He shall,
moreover, keep other accounting records required
by the nature and size of the cnterprise, and preserve
in on orderly manner for each fransaction the origi-
nals of the letters, telegrams, and invoices sent out.
The provisions of this paragraph to not apply to
small enterprisers according to article 2083 cc”.

The new text of article 10 of the Cousolidation Act
445/2000 a5 amended by the Legislative Decree [0/2002
now provides the distinction between “electronic signa-
tare” and “advanced electronic signature”, called “'digital
sigmature™. It is provided that the electronic documnent,
when signed with a digital sigmature {which was the only
kind of signature previously provided in the Italian Laws)
ot with any other kind of advanced electronic signature,
and the digital signature is based on a gualified certificate
and created by means of a secure-signature-creation de-
vice, then the electronic document fully stands up in
court {unless an action for false is brought) with regard to
the provenance of the declarations made by the subject
who has signed the electronic doctiment itself,

Juridical Effectiveness

Om the other hand, when an electronic document in
signed with an electronic signature (50 not by means of an
advanced or digital signature}, in any case it shall be pro-
hibited to deny fll juridical effectiveness and efficacy to
that document and to refuse irs admissibibity as evidence
in fegal proceedings only according w the fact that the
document is signed with a signature not based on a quali-
fied certificate or on a qualified certificate releascd by a
credited certification-service-provider, or—finally—be-
cause the signature has not been affixed using a se-
cure-signature-creation device, The provisions above
mentioned shall apply also when certificates which are is-
sued as qualified certificates to the public by a certifica-
fion-service-provider established in a third country not
belonging to the Buropeart Union. In this case, the certifi-
cates are recognised as legally equivalent ro certificates is-
sued by a certification-service-provider established
within the EU it
# the certification-service-provider fulfils the re-
quitements laid down in the EU Directive
1999/93/EC and has been accredited in a
Member State; or

8 a certification-service-provider established
within the EU which fulfils the requirements
faid down in the Directive1999/93/EC guaran-
tees the certificate; or

& the certificate or the certification-service—pro-

vider is recognised under a bilateral or multilac-
eral agreement between the EU and third
countries or international organisations.

Liability for Damages

Another modification introduced is about the hability
of certification service providers {article 7). By amending

articie 28 of the Consolidation Act 44572004, it is now
provided that when a certification service provider who
issues certificates as qualified certificates to the public or
guarantees certificates to the public, he shall be liable for
damages (unless the certification-service-provider proves
that he has not acted negligently) caused to any entity or
legal or natural person who reasonably relies on that
certificate:

W as regards the accuracy at the time of issuance of
all information contained in the qualified certif-
icate and as regards the fact that the certificate
contains all the details prescribed for a qualified
certiticate;

M for assurance thac at the time of the issuance of
the certificate, the signatory tdentified in the
qualified certificate held the signature-creation
data corresponding to the signature-verification
data given ot identified in the certificate;

@ for assurance that the signature-creation data
and the signature-verification data can be used
in a complementary manner in cases where the
certification-service-provider generates them
both.

Article 7 of the Legislative Decree 10/2002 also pro-
vides that a certification-service-provider may indicate in
a qualified certificate limitations on the use of that certifi-
cate, provided that the limitations are recognisable to third
parties. The certification-service-provider shall not be lia-
ble for damages arising from use of 1 qualified certificate
which exceeds the limitations placed on it

A certification-service-provider may inglicate in the
qualified certificate a it on the value of transactions for
which the certificate can be used, provided that the limit
is recognisable to third parties, The certification service
provider shall not be liable for damage resulting from this
maximum limit being exceeded.

Article 9 of the Legislative Decree 1042002 substitutes
article 38, paragraph 2 of the Consolidation Act
445/2000 with a new version. The previous version of
paragraph 2 only provided a general obligation to use a
digital signature or the electronic identity card. It is now
provided that the applications and the declarations sent by
means of telematic devices are fully valid if:

B signed with a digital signature based on a quali-

fied certificate released by a credited certifica-
tion service provider and created by means of a
secure-signature-creation device;

® when the author is identified by the electronic
systemn by using the electronic identity card or
the National Card of Services,

Specific Rules Introduced

The Legislative Decree 10/2002, beyond introducing a
new discipline in the field of electronic signatares, also
provides specific rules about the electronic identity cards
and the new National Card of Services which Italy—one
of the first countries of the world—is near to introduce
within 2002, even if the specific analysis of the related
provisions is not carried out in this article, focused on
electronic signatures.



Further, the conformity of secure signature-cre-
ation-devices with the requirements laid down n Annex
I of the EU Directive 1999/93/EC shall be determined
based on the so called National Scheme for the Evalua-
tion e Certification of Security in the field of Information
and Communication Technology, which will be set up by
a Decree enacted by the Prime Minister or by the Minis-
ter of Innovation and Technology delegated by the Prime
Minister. Such Decree shall designate the appropriate
public body which shall credit the evaluation centres and
shall certificate the security evaluations. It is also provided
that the National Scheme for the Evaluation e Certifica-
tion of Security in the field of Information and Commu-
nication Technology could provide additional European
and international criteria for the evaluation and the cer-
tification related to other systems or products of the ICT
sector.

Finally, It must be pointed out that the Legislative De-
cree 10/2002 provides that, with regard to the tax
fulfilments related to electronic documents, the Ministry
for Economy and Finance shall enact a specific Ministe-
rial Decree to clarify the modalities.
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plementation of the EU Directive 1999/93/EC on a
Community framework for electronic signatures”.
wni camera. it /parlam /leggi/deleghe /teste /0201041 him

Presidential Decree of December 28, 2000 No. 445
“Consolidation Act of legislative and regulatory provisions
about administrative documents”. wuwwinterlex.com/
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