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Copyright societies are currently pushing for increased private enforcement
of intellectual property rights on the Internet, in particular by trying to involve
Internet Service Providers (ISPs) in their combat against copyright
infringements, and by pushing for new legislative mechanisms. This raises
serious legal problems and questions both in terms of the protection of users’
privacy, their right to a fair trial, and the liability of ISPs.

When it comes to infringements committed via peer-to-peer programs, such
as KaZaA or Bittorent, it isn't always clear who the infringer is. This is why
copyright holders regularly request internet service providers to disclose the
personal data of the subscriber who-through their network-would have
infringed their copyrights.

So, in the European Union, the main question is:

Are Member States allowed or required to put in place legislation allowing
internet user data and other subscriber data to be disclosed by the internet
service providers to copyright holders, enabling the copyright holders to start
civil procedures against the alleged infringers?
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With the EU Court of Justice’s ruling enacted on January 28, 2008
[Productores de Musica de Espafia (Promusicae) / Teléfonica de Espana
(SAU) - Trial C 275/06], the EU judges have tried to clarify the connection -
within the EU regulatory system and at national level — between the rules for
the protection of the Intellectual Property and the Data Protection rules within
the so-called /nformation Society.

Leading up to the question above was the case that copyright holding
organization Promusicae had brought against Telefonica in front of a Spanish
court. Subscribers of this internet service provider had allegedly infringed the
rights of Promusicae’s subscribers with the aid of KaZaA. Promusicae wanted
to challenge these subscribers by means of a civil lawsuit and demanded that
Telefénica disclose the subscriber data for that particular purpose.

Telefénica refused. Quite logically: internet service providers are generally
quite reluctant when they are being requested to help infringe the privacy
rights of their subscribers.
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Whilst posing the question, the Spanish court indicates the framework
within which it feels its question should be answered. It refers to several
provisions from the Electronic Commerce Directive 2000/31, the Copyright
Directive 2001/29 and the Enforcement of Intellectual Property Rights
Directive 2004/48 - amongst others in light of Articles 17 and 47 of the
Charter of Human Rights of the EU. These are all provisions that require
that intellectual property rights are adequately protected.

It is intriguing that the Spanish court by asking its question does
deliberately not refer to the Data Protection Directive 95/46 and the
Electronic Communications Directive 2002/58, or even to Article 7 of the
Charter, where privacy rights are laid down. Either way, when reading the
Courts Decision one might get the impression that the court appears to
point in the direction where privacy interests of the subscribers are
neglected. The ECJ, however, does not let this happen, rightly so, and
asks a primary question: whether the Privacy Directive actually allows
these details to be disclosed for the purpose of civil proceedings.
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May the data, in view of the privacy directives, be disclosed at
all?

The case clearly showed that it involved personal data and therefore the
disclosure of such data would fall within the scope of both privacy
directives. The first relevant provision is Article 5, first paragraph of
Directive 2002/58. This provision states that the confidentiality of internet
user data (so-called traffic data), must be guaranteed and this data may
not be disclosed without consent. This is further developed in Article 6 of
the same directive. On this basis, data must be removed if the internet
service provider no longer needs this data for the delivery or invoicing of
the electronic communications service, which includes the disclosure of
information to subscribers, the search for fraud, traffic management etc.

This does not include the disclosure of data to third parties, like
Promusicae, to help it bring civil proceedings against subscribers.
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Are there exceptions?

There are however (as always) some exceptions. Contrary to afore
mentioned provisions, Article 15 first paragraph of the Directive states
that the data may be stored and disclosed to third parties if that data is
necessary for the benefit of national security and defense etc.

This is however of no use to Promusicae. In its Lindgvist judgment (Case
C 101/01), the Court had already decided that this exception only applies
to specific state activities, and definitely not to individual activities.

The Court, nevertheless, does appear to consider a possibility
through a not very obvious argument.

The same Article 15 of Directive 2002/58/EC permits governments to
provide for the possibility that data may be disclosed to third parties if this
is necessary for the prevention, investigation, detection and prosecution
of criminal offences as well as the unauthorized use of electronic

communications.
1
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In this respect, the Article refers to a provision of the Privacy Directive 96/46, i.e
Article 13 first para. On the basis of this Article, the disclosure of data can be
permitted if this is necessary for the protection of rights of third parties, parties

other than the subscribers in question.

The Court then argues that the Community legislator made it possible via this
reference to Article 13, that data may be disclosed to individuals, for the benefit

of civil litigation.
The primary question as formulated by the Court whether the privacy
directives allow data to be disclosed to third parties, has thus been

confirmed.
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There is some logic to the reasoning of the Court.

The Court seems to assume that instigating civil proceedings against
possible infringers falls within the scope of "prevention, investigation,
delection and prosecution of criminal offences [..] unauthorized use of
electronic communication”.

The fact that in the situation of Promusicae there might actually be
“unauthorized use of electronic communications' is plausible.

Less compelling however is the notion that the instigation of civil
proceedings can fall within the scope of "prevention, investigation,
detection and prosecution”.

This terminology seems to indicate a criminal law context rather than a civil
law context within which Promusicae intends to use the data.
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Should the data be disclosed?

The actual question of the Spanish court was whether the Member States
should be required to put in place legislation that data should be disclosed to
copyright stakeholder organizations. As a framework for the response to this
question, the EC Court refers to the Electronic Commerce Directive 2000/31,
the Copyright Directive 2001/29 and the Enforcement of Intellectual Property
Rights Directive 2004/48 as well as Articles 17 and 47 of the Charter.

Several provisions in aforementioned directives require governments to
establish remedies allowing the protection of copyright to be enforced. Article
8 of the Copyright Directive thus states that Member States must provide for
appropriate sanctions and remedies with regard to copyright infringements. In
addition they are required that these sanctions and remedies are in fact
applicable. Other provisions from these directives also offer governments the
possibility of forcing internet service providers to disclose data to right holders
for that purpose. For instance, Article 8 of the Enforcement Directive states
that the court can order information, such as subscriber data, about infringing
goods or services to be disclosed.
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The Court runs through all these provisions and subsequently concludes
that none of them require that the data disclosure obligation be

included in the law, as requested by Promusicae. The Court states that
it is about striking the right balance between on one hand the right to a
private life and on the other hand the right to protection of intellectual
property. This balance must be found within the framework of the directives
mentioned by the Spanish court as wel// as the privacy directive 2002/58/EC.

All these directives leave a margin for interpretation to national
governments.

And all of them, including the copyright directives, require privacy
rights to be included when balancing the different interests.
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Conclusion of the EC Court
Contrary to what Promusicae had hoped for, and contrary to what the

Spanish court appeared to hint at:
A) there is no obligation for national governments to provide for an

obligation such as requested by Promusicae.

B) Member States are not required to put in place legislation allowing
for subscriber data to be disclosed to copyright holders when an

alleged copyright infringement has occurred.

C) There is no obligation though there is room to allow it, provided
that human rights and other principles of Community law, such as

the principle of proportionality are respected.

' Tonucci & Partners

Al



Evaluating the conclusions of the EC Court

The ECJ's ruling clearly shows how difficult it is to adjudicate cases where
both parties rely on conflicting legal principles, namely, the high protection

of intellectual property and the extensive protection of personal data.

It is to be regretted that the final verdict does not bring much clarity to

the tension between the rightholders, internet access providers and the
users of file-sharing programs, as it permits member states to adopt

diverging legal solutions in this regard.
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So, what else is new?

The Court judgment is hardly surprising. Community law protects both the
privacy interests of subscribers as well as copyright holders. And in situations
where those interests conflict, a balance has to be struck.

But, in the meantime, several years after the Promusica/Telefonica case was first
brought to court, Community law has changed.

The so called Data Retention Directive 2006/24 requires Member States to force
internet service providers to retain internet subscriber details - and other traffic
data- for a period of at least 6 months and a maximum of 24 months, in order to
ensure that those details are available for the prevention, investigation, detection
and prosecution of criminal offences.

This data may only be disclosed to national authorities, according to this directive
and only in accordance with procedures as laid down by the Member States in
national law, taking into account the relevant provisions of the European Union of
international law, such as the ECHR.
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An interesting question is:
Can personal data, which should be retained on the basis of the new

laws implementing the Data Retention Directive, be disclosed to right
holders in the framework of civil proceedings against alleged infringers?
It seems that the text of directive does not allow for such a possibility.

Most likely, copyright holders are not likely to share this view If so, new
proceedings, possibly even before the European Court, seem inevitable.
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IP vs. Privacy within the proposed reform of the EU electronic
communication legal framework

A final question:

Should the proposed reform of the EU electronic communication legal
framework somehow handle such IP vs. Privacy sensitive matter ?

Even if specific new rules can not be found in the new package of
amended directives, for sure a trend favorable to the users’ data protection

enforcement arises, at least for two different reasons.
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IP vs. Privacy within the proposed reform of the EU electronic
communication legal framework

The first:

One of the directives (that amending — amongst the others — the Directive
2002/58/EC concerning the processing of personal data and the protection of
privacy in the electronic communications sector ) provides that Directive
2002/58/EC “shall apply fo the processing of personal data in connection with the
provision of publicly available electronic communications services in public
communications networks in the Communily, including public communications
networks supporting data collection and identification devices’.

The second:

The whole reform did not enter into force because of a single amendment
approved by the EU Parliament (with the EU Council firmly opposing) providing
the prohibition for the ISPs to block users’ access/connection to the web (without
a specific order issued by a court) for recurring alleged unlawful download by
said users of copyrighted contents.
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