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Copyright societies are currently pushing for increasedincreasedincreasedincreased privateprivateprivateprivate enforcementenforcementenforcementenforcement
ofofofof intellectualintellectualintellectualintellectual propertypropertypropertyproperty rightsrightsrightsrights onononon thethethethe InternetInternetInternetInternet, in particular by trying totototo involveinvolveinvolveinvolve
InternetInternetInternetInternet ServiceServiceServiceService ProvidersProvidersProvidersProviders (ISPs)(ISPs)(ISPs)(ISPs) inininin theirtheirtheirtheir combatcombatcombatcombat againstagainstagainstagainst copyrightcopyrightcopyrightcopyright
infringementsinfringementsinfringementsinfringements, and by pushing for new legislative mechanisms. This raisesraisesraisesraises
seriousseriousseriousserious legallegallegallegal problemsproblemsproblemsproblems andandandand questionsquestionsquestionsquestions both in terms of the protection of users’
privacy, their right to a fair trial, and the liability of ISPs.

When it comes to infringements committed via peer-to-peer programs, such
as KaZaA or Bittorent, it isn't always clear whowhowhowho thethethethe infringerinfringerinfringerinfringer isisisis. This is why
copyright holders regularly request internet service providers to disclose the
personal data of the subscriber who-through their network-would havepersonal data of the subscriber who-through their network-would have
infringed their copyrights.

So, in the European Union, the main question is:

AreAreAreAre MemberMemberMemberMember StatesStatesStatesStates allowedallowedallowedallowed orororor requiredrequiredrequiredrequired totototo putputputput inininin placeplaceplaceplace legislationlegislationlegislationlegislation allowingallowingallowingallowing
internetinternetinternetinternet useruseruseruser datadatadatadata andandandand otherotherotherother subscribersubscribersubscribersubscriber datadatadatadata totototo bebebebe discloseddiscloseddiscloseddisclosed bybybyby thethethethe internetinternetinternetinternet
serviceserviceserviceservice providersprovidersprovidersproviders totototo copyrightcopyrightcopyrightcopyright holders,holders,holders,holders, enablingenablingenablingenabling thethethethe copyrightcopyrightcopyrightcopyright holdersholdersholdersholders totototo startstartstartstart
civilcivilcivilcivil proceduresproceduresproceduresprocedures againstagainstagainstagainst thethethethe allegedallegedallegedalleged infringers?infringers?infringers?infringers?



With the EU Court of Justice’s ruling enacted on January 28, 2008
[ProductoresProductoresProductoresProductores dededede MúsicaMúsicaMúsicaMúsica dededede EspañaEspañaEspañaEspaña (Promusicae)(Promusicae)(Promusicae)(Promusicae) //// TeléfonicaTeléfonicaTeléfonicaTeléfonica dededede EspañaEspañaEspañaEspaña
(SAU)(SAU)(SAU)(SAU) –––– TrialTrialTrialTrial CCCC 275275275275////06060606],],],], the EU judges havehavehavehave triedtriedtriedtried totototo clarifyclarifyclarifyclarify thethethethe connectionconnectionconnectionconnection –
within the EU regulatory system and at national level –––– betweenbetweenbetweenbetween thethethethe rulesrulesrulesrules forforforfor
thethethethe protectionprotectionprotectionprotection ofofofof thethethethe IntellectualIntellectualIntellectualIntellectual PropertyPropertyPropertyProperty andandandand thethethethe DataDataDataData ProtectionProtectionProtectionProtection rulesrulesrulesrules within
the so-called Information Society.

Leading up to the question above was the case that copyright holding
organization Promusicae had brought against Telefónica in front of a Spanish
court. Subscribers of this internet service provider had allegedly infringed the
rights of Promusicae’s subscribers with the aid of KaZaA. PromusicaePromusicaePromusicaePromusicae wantedwantedwantedwantedrights of Promusicae’s subscribers with the aid of KaZaA. PromusicaePromusicaePromusicaePromusicae wantedwantedwantedwanted
totototo challengechallengechallengechallenge thesethesethesethese subscriberssubscriberssubscriberssubscribers bybybyby meansmeansmeansmeans ofofofof aaaa civilcivilcivilcivil lawsuitlawsuitlawsuitlawsuit andandandand demandeddemandeddemandeddemanded thatthatthatthat
TelefónicaTelefónicaTelefónicaTelefónica disclosedisclosedisclosedisclose thethethethe subscribersubscribersubscribersubscriber datadatadatadata forforforfor thatthatthatthat particularparticularparticularparticular purposepurposepurposepurpose.

TelefónicaTelefónicaTelefónicaTelefónica refusedrefusedrefusedrefused.... Quite logically: internet service providers are generally
quite reluctant when they are being requested to help infringe the privacy
rights of their subscribers.



Whilst posing the question, the Spanish court indicates the framework
within which it feels its question should be answered. It refers to several
provisions from the ElectronicElectronicElectronicElectronic CommerceCommerceCommerceCommerce DirectiveDirectiveDirectiveDirective 2000200020002000////31313131,,,, thethethethe CopyrightCopyrightCopyrightCopyright
DirectiveDirectiveDirectiveDirective 2001200120012001////29292929 andandandand thethethethe EnforcementEnforcementEnforcementEnforcement ofofofof IntellectualIntellectualIntellectualIntellectual PropertyPropertyPropertyProperty RightsRightsRightsRights
DirectiveDirectiveDirectiveDirective 2004200420042004////48484848 ---- amongstamongstamongstamongst othersothersothersothers inininin lightlightlightlight ofofofof ArticlesArticlesArticlesArticles 17171717 andandandand 47474747 ofofofof thethethethe
CharterCharterCharterCharter ofofofof HumanHumanHumanHuman RightsRightsRightsRights ofofofof thethethethe EUEUEUEU. These are all provisions that require
that intellectual property rights are adequately protected.

It is intriguing that the Spanish court by asking its question doesdoesdoesdoes
deliberatelydeliberatelydeliberatelydeliberately notnotnotnot referreferreferrefer totototo thethethethe DataDataDataData ProtectionProtectionProtectionProtection DirectiveDirectiveDirectiveDirective 95959595////46464646 andandandand thethethethedeliberatelydeliberatelydeliberatelydeliberately notnotnotnot referreferreferrefer totototo thethethethe DataDataDataData ProtectionProtectionProtectionProtection DirectiveDirectiveDirectiveDirective 95959595////46464646 andandandand thethethethe
ElectronicElectronicElectronicElectronic CommunicationsCommunicationsCommunicationsCommunications DirectiveDirectiveDirectiveDirective 2002200220022002////58585858,,,, orororor eveneveneveneven totototo ArticleArticleArticleArticle 7777 ofofofof thethethethe
Charter,Charter,Charter,Charter, wherewherewherewhere privacyprivacyprivacyprivacy rightsrightsrightsrights areareareare laidlaidlaidlaid downdowndowndown. Either way, when reading the
Courts Decision one might get the impression that the court appears to
point in the direction where privacy interests of the subscribers are
neglected. The ECJ, however, does not let this happen, rightly so, and
asks a primary question: whetherwhetherwhetherwhether thethethethe PrivacyPrivacyPrivacyPrivacy DirectiveDirectiveDirectiveDirective actuallyactuallyactuallyactually allowsallowsallowsallows
thesethesethesethese detailsdetailsdetailsdetails totototo bebebebe discloseddiscloseddiscloseddisclosed forforforfor thethethethe purposepurposepurposepurpose ofofofof civilcivilcivilcivil proceedingsproceedingsproceedingsproceedings.



MayMayMayMay thethethethe data,data,data,data, inininin viewviewviewview ofofofof thethethethe privacyprivacyprivacyprivacy directives,directives,directives,directives, bebebebe discloseddiscloseddiscloseddisclosed atatatat
all?all?all?all?

The case clearly showed that it involved personal data and therefore the
disclosure of such data would fall within the scope of both privacy
directives. TheTheTheThe firstfirstfirstfirst relevantrelevantrelevantrelevant provisionprovisionprovisionprovision isisisis ArticleArticleArticleArticle 5555,,,, firstfirstfirstfirst paragraphparagraphparagraphparagraph ofofofof
DirectiveDirectiveDirectiveDirective 2002200220022002////58585858. This provision states that thethethethe confidentialityconfidentialityconfidentialityconfidentiality ofofofof internetinternetinternetinternet
useruseruseruser datadatadatadata (so(so(so(so----calledcalledcalledcalled traffictraffictraffictraffic data),data),data),data), mustmustmustmust bebebebe guaranteedguaranteedguaranteedguaranteed andandandand thisthisthisthis datadatadatadata maymaymaymay
notnotnotnot bebebebe discloseddiscloseddiscloseddisclosed withoutwithoutwithoutwithout consentconsentconsentconsent.... This is further developed in ArticleArticleArticleArticle 6666 of
the same directive. On this basis, datadatadatadata mustmustmustmust bebebebe removedremovedremovedremoved ifififif thethethethe internetinternetinternetinternet
service provider no longer needs this data for the delivery or invoicing ofservice provider no longer needs this data for the delivery or invoicing of
the electronic communications service, which includes the disclosure of
information to subscribers, the search for fraud, traffic management etc.

ThisThisThisThis doesdoesdoesdoes notnotnotnot includeincludeincludeinclude thethethethe disclosuredisclosuredisclosuredisclosure ofofofof datadatadatadata totototo thirdthirdthirdthird parties,parties,parties,parties, likelikelikelike
Promusicae,Promusicae,Promusicae,Promusicae, totototo helphelphelphelp itititit bringbringbringbring civilcivilcivilcivil proceedingsproceedingsproceedingsproceedings againstagainstagainstagainst subscriberssubscriberssubscriberssubscribers....



ThereThereThereThere areareareare howeverhoweverhoweverhowever (as(as(as(as always)always)always)always) somesomesomesome exceptionsexceptionsexceptionsexceptions.... Contrary to afore
mentioned provisions, ArticleArticleArticleArticle 15151515 first paragraph of the Directive states
that the datadatadatadata maymaymaymay bebebebe storedstoredstoredstored andandandand discloseddiscloseddiscloseddisclosed totototo thirdthirdthirdthird partiespartiespartiesparties ifififif thatthatthatthat datadatadatadata isisisis
necessarynecessarynecessarynecessary forforforfor thethethethe benefitbenefitbenefitbenefit ofofofof nationalnationalnationalnational securitysecuritysecuritysecurity andandandand defensedefensedefensedefense etcetcetcetc....

ThisThisThisThis isisisis howeverhoweverhoweverhowever ofofofof nononono useuseuseuse totototo PromusicaePromusicaePromusicaePromusicae.... In its Lindqvist judgment (Case
C 101/01), the Court had already decided that this exception onlyonlyonlyonly appliesappliesappliesapplies
to specific state activities, and definitely not to individual activities.

Are there exceptions?

TheTheTheThe Court,Court,Court,Court, nevertheless,nevertheless,nevertheless,nevertheless, doesdoesdoesdoes appearappearappearappear totototo considerconsiderconsiderconsider aaaa possibilitypossibilitypossibilitypossibility
throughthroughthroughthrough aaaa notnotnotnot veryveryveryvery obviousobviousobviousobvious argumentargumentargumentargument....

The same Article 15 of Directive 2002/58/EC permits governments totototo
provideprovideprovideprovide forforforfor thethethethe possibilitypossibilitypossibilitypossibility thatthatthatthat datadatadatadata maymaymaymay bebebebe discloseddiscloseddiscloseddisclosed totototo thirdthirdthirdthird partiespartiespartiesparties ifififif thisthisthisthis
isisisis necessarynecessarynecessarynecessary forforforfor thethethethe prevention,prevention,prevention,prevention, investigation,investigation,investigation,investigation, detectiondetectiondetectiondetection andandandand prosecutionprosecutionprosecutionprosecution
ofofofof criminalcriminalcriminalcriminal offencesoffencesoffencesoffences asasasas wellwellwellwell asasasas thethethethe unauthorizedunauthorizedunauthorizedunauthorized useuseuseuse ofofofof electronicelectronicelectronicelectronic
communicationscommunicationscommunicationscommunications....
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In this respect, the Article refers to a provision of the Privacy Directive 96/46, i.e
Article 13 first para. OnOnOnOn thethethethe basisbasisbasisbasis ofofofof thisthisthisthis Article,Article,Article,Article, thethethethe disclosuredisclosuredisclosuredisclosure ofofofof datadatadatadata cancancancan bebebebe
permittedpermittedpermittedpermitted ifififif thisthisthisthis isisisis necessarynecessarynecessarynecessary forforforfor thethethethe protectionprotectionprotectionprotection ofofofof rightsrightsrightsrights ofofofof thirdthirdthirdthird parties,parties,parties,parties, partiespartiespartiesparties
otherotherotherother thanthanthanthan thethethethe subscriberssubscriberssubscriberssubscribers inininin questionquestionquestionquestion....

The Court then argues that the Community legislator made it possible via this
reference to Article 13, thatthatthatthat datadatadatadata maymaymaymay bebebebe discloseddiscloseddiscloseddisclosed totototo individuals,individuals,individuals,individuals, forforforfor thethethethe benefitbenefitbenefitbenefit
ofofofof civilcivilcivilcivil litigationlitigationlitigationlitigation....

TheTheTheThe primaryprimaryprimaryprimary questionquestionquestionquestion asasasas formulatedformulatedformulatedformulated bybybyby thethethethe CourtCourtCourtCourt whetherwhetherwhetherwhether thethethethe privacyprivacyprivacyprivacyTheTheTheThe primaryprimaryprimaryprimary questionquestionquestionquestion asasasas formulatedformulatedformulatedformulated bybybyby thethethethe CourtCourtCourtCourt whetherwhetherwhetherwhether thethethethe privacyprivacyprivacyprivacy
directivesdirectivesdirectivesdirectives allowallowallowallow datadatadatadata totototo bebebebe discloseddiscloseddiscloseddisclosed totototo thirdthirdthirdthird parties,parties,parties,parties, hashashashas thusthusthusthus beenbeenbeenbeen
confirmedconfirmedconfirmedconfirmed....



There is some logic to the reasoning of the Court.

The Court seems to assume that instigating civil proceedings against
possible infringers fallsfallsfallsfalls withinwithinwithinwithin thethethethe scopescopescopescope of "prevention, investigation,
detection and prosecution of criminal offences [..] unauthorized use of
electronic communication".

The fact that in the situation of Promusicae there might actually be
"unauthorized use of electronic communications" is plausible.

LessLessLessLess compellingcompellingcompellingcompelling howeverhoweverhoweverhowever isisisis thethethethe notionnotionnotionnotion thatthatthatthat thethethethe instigationinstigationinstigationinstigation ofofofof civilcivilcivilcivil
proceedingsproceedingsproceedingsproceedings cancancancan fallfallfallfall withinwithinwithinwithin thethethethe scopescopescopescope ofofofof "prevention,"prevention,"prevention,"prevention, investigation,investigation,investigation,investigation,
LessLessLessLess compellingcompellingcompellingcompelling howeverhoweverhoweverhowever isisisis thethethethe notionnotionnotionnotion thatthatthatthat thethethethe instigationinstigationinstigationinstigation ofofofof civilcivilcivilcivil
proceedingsproceedingsproceedingsproceedings cancancancan fallfallfallfall withinwithinwithinwithin thethethethe scopescopescopescope ofofofof "prevention,"prevention,"prevention,"prevention, investigation,investigation,investigation,investigation,
detectiondetectiondetectiondetection andandandand prosecution"prosecution"prosecution"prosecution"....

This terminology seemsseemsseemsseems totototo indicateindicateindicateindicate aaaa criminalcriminalcriminalcriminal lawlawlawlaw contextcontextcontextcontext ratherratherratherrather thanthanthanthan aaaa civilcivilcivilcivil
lawlawlawlaw contextcontextcontextcontext within which Promusicae intends to use the data.



Should the data be disclosed?Should the data be disclosed?Should the data be disclosed?Should the data be disclosed?

The actual question of the Spanish court was whether the Member States
should be required to put in place legislation that data should be disclosed to
copyright stakeholder organizations. As a framework for the response to this
question, the EC Court refers to the Electronic Commerce Directive 2000/31,
the Copyright Directive 2001/29 and the Enforcement of Intellectual Property
Rights Directive 2004/48 as well as Articles 17 and 47 of the Charter.

SeveralSeveralSeveralSeveral provisionsprovisionsprovisionsprovisions inininin aforementionedaforementionedaforementionedaforementioned directivesdirectivesdirectivesdirectives requirerequirerequirerequire governmentsgovernmentsgovernmentsgovernments totototo
establishestablishestablishestablish remediesremediesremediesremedies allowingallowingallowingallowing thethethethe protectionprotectionprotectionprotection ofofofof copyrightcopyrightcopyrightcopyright totototo bebebebe enforcedenforcedenforcedenforced.... Articleestablishestablishestablishestablish remediesremediesremediesremedies allowingallowingallowingallowing thethethethe protectionprotectionprotectionprotection ofofofof copyrightcopyrightcopyrightcopyright totototo bebebebe enforcedenforcedenforcedenforced.... Article
8 of the Copyright Directive thus states that Member States must provide for
appropriate sanctions and remedies with regard to copyright infringements. In
addition they are required that these sanctions and remedies are in fact
applicable. Other provisions from these directives also offer governments the
possibility of forcing internet service providers to disclose data to right holders
for that purpose. For instance, Article 8 of the Enforcement Directive states
that the court can order information, such as subscriber data, about infringing
goods or services to be disclosed.



The Court runs through all these provisions and subsequently concludesconcludesconcludesconcludes
thatthatthatthat nonenonenonenone ofofofof themthemthemthem requirerequirerequirerequire thatthatthatthat thethethethe datadatadatadata disclosuredisclosuredisclosuredisclosure obligationobligationobligationobligation bebebebe
includedincludedincludedincluded inininin thethethethe law,law,law,law, asasasas requestedrequestedrequestedrequested bybybyby PromusicaePromusicaePromusicaePromusicae.... The Court states that
it is about striking the right balance between on one hand the right to a
private life and on the other hand the right to protection of intellectual
property. This balance must be found within the framework of the directives
mentioned by the Spanish court as well as the privacy directive 2002/58/EC.

AllAllAllAll thesethesethesethese directivesdirectivesdirectivesdirectives leaveleaveleaveleave aaaa marginmarginmarginmargin forforforfor interpretationinterpretationinterpretationinterpretation totototo nationalnationalnationalnational
governmentsgovernmentsgovernmentsgovernments....

AndAndAndAnd allallallall ofofofof them,them,them,them, includingincludingincludingincluding thethethethe copyrightcopyrightcopyrightcopyright directives,directives,directives,directives, requirerequirerequirerequire privacyprivacyprivacyprivacy
rightsrightsrightsrights totototo bebebebe includedincludedincludedincluded whenwhenwhenwhen balancingbalancingbalancingbalancing thethethethe differentdifferentdifferentdifferent interestsinterestsinterestsinterests....



ConclusionConclusionConclusionConclusion ofofofof thethethethe ECECECEC CourtCourtCourtCourt

Contrary to what Promusicae had hoped for, and contrary to what the
Spanish court appeared to hint at:

A)A)A)A) theretheretherethere isisisis nononono obligationobligationobligationobligation forforforfor nationalnationalnationalnational governmentsgovernmentsgovernmentsgovernments totototo provideprovideprovideprovide forforforfor anananan
obligationobligationobligationobligation suchsuchsuchsuch asasasas requestedrequestedrequestedrequested bybybyby PromusicaePromusicaePromusicaePromusicae....

B)B)B)B) MemberMemberMemberMember StatesStatesStatesStates areareareare notnotnotnot requiredrequiredrequiredrequired totototo putputputput inininin placeplaceplaceplace legislationlegislationlegislationlegislation allowingallowingallowingallowing
forforforfor subscribersubscribersubscribersubscriber datadatadatadata totototo bebebebe discloseddiscloseddiscloseddisclosed totototo copyrightcopyrightcopyrightcopyright holdersholdersholdersholders whenwhenwhenwhen ananananforforforfor subscribersubscribersubscribersubscriber datadatadatadata totototo bebebebe discloseddiscloseddiscloseddisclosed totototo copyrightcopyrightcopyrightcopyright holdersholdersholdersholders whenwhenwhenwhen anananan
allegedallegedallegedalleged copyrightcopyrightcopyrightcopyright infringementinfringementinfringementinfringement hashashashas occurredoccurredoccurredoccurred....

C)C)C)C) ThereThereThereThere isisisis nononono obligationobligationobligationobligation thoughthoughthoughthough theretheretherethere isisisis roomroomroomroom totototo allowallowallowallow it,it,it,it, providedprovidedprovidedprovided
thatthatthatthat humanhumanhumanhuman rightsrightsrightsrights andandandand otherotherotherother principlesprinciplesprinciplesprinciples ofofofof CommunityCommunityCommunityCommunity law,law,law,law, suchsuchsuchsuch asasasas
thethethethe principleprincipleprincipleprinciple ofofofof proportionalityproportionalityproportionalityproportionality areareareare respectedrespectedrespectedrespected.



EvaluatingEvaluatingEvaluatingEvaluating thethethethe conclusionsconclusionsconclusionsconclusions ofofofof thethethethe ECECECEC CourtCourtCourtCourt

The ECJ's ruling clearly shows how difficult it is to adjudicate cases where
both parties rely on conflicting legal principles, namely, thethethethe highhighhighhigh protectionprotectionprotectionprotection
ofofofof intellectualintellectualintellectualintellectual propertypropertypropertyproperty and the extensiveextensiveextensiveextensive protectionprotectionprotectionprotection ofofofof personalpersonalpersonalpersonal datadatadatadata....

ItItItIt isisisis totototo bebebebe regrettedregrettedregrettedregretted thatthatthatthat thethethethe finalfinalfinalfinal verdictverdictverdictverdict doesdoesdoesdoes notnotnotnot bringbringbringbring muchmuchmuchmuch clarityclarityclarityclarity to
the tension between the rightholders, internet access providers and thethe tension between the rightholders, internet access providers and the
users of file-sharing programs, as itititit permitspermitspermitspermits membermembermembermember statesstatesstatesstates totototo adoptadoptadoptadopt
divergingdivergingdivergingdiverging legallegallegallegal solutionssolutionssolutionssolutions inininin thisthisthisthis regardregardregardregard....



So,So,So,So, whatwhatwhatwhat elseelseelseelse isisisis new?new?new?new?

The Court judgment is hardly surprising. CommunityCommunityCommunityCommunity lawlawlawlaw protectsprotectsprotectsprotects bothbothbothboth thethethethe
privacyprivacyprivacyprivacy interestsinterestsinterestsinterests ofofofof subscriberssubscriberssubscriberssubscribers asasasas wellwellwellwell asasasas copyrightcopyrightcopyrightcopyright holdersholdersholdersholders.... AndAndAndAnd inininin situationssituationssituationssituations
wherewherewherewhere thosethosethosethose interestsinterestsinterestsinterests conflict,conflict,conflict,conflict, aaaa balancebalancebalancebalance hashashashas totototo bebebebe struckstruckstruckstruck.

But, in the meantime, several years after the Promusica/Telefonica case was first
brought to court, CommunityCommunityCommunityCommunity lawlawlawlaw hashashashas changedchangedchangedchanged....

TheTheTheThe sosososo calledcalledcalledcalled DataDataDataData RetentionRetentionRetentionRetention DirectiveDirectiveDirectiveDirective 2006200620062006////24242424 requires Member States to forceTheTheTheThe sosososo calledcalledcalledcalled DataDataDataData RetentionRetentionRetentionRetention DirectiveDirectiveDirectiveDirective 2006200620062006////24242424 requires Member States to force
internet service providers to retain internet subscriber details - and other traffic
data- for a period of at least 6 months and a maximum of 24 months, in order to
ensure that those details are available for the prevention, investigation, detection
and prosecution of criminal offences.

ThisThisThisThis datadatadatadata maymaymaymay onlyonlyonlyonly bebebebe discloseddiscloseddiscloseddisclosed totototo nationalnationalnationalnational authoritiesauthoritiesauthoritiesauthorities, according to this directive
and only in accordance with procedures as laid down by the Member States in
national law, taking into account the relevant provisions of the European Union of
international law, such as the ECHR.



An interestinginterestinginterestinginteresting questionquestionquestionquestion is:

CanCanCanCan personalpersonalpersonalpersonal data,data,data,data, whichwhichwhichwhich shouldshouldshouldshould bebebebe retainedretainedretainedretained onononon thethethethe basisbasisbasisbasis ofofofof thethethethe newnewnewnew
lawslawslawslaws implementingimplementingimplementingimplementing thethethethe DataDataDataData RetentionRetentionRetentionRetention Directive,Directive,Directive,Directive, bebebebe discloseddiscloseddiscloseddisclosed totototo rightrightrightright
holdersholdersholdersholders inininin thethethethe frameworkframeworkframeworkframework ofofofof civilcivilcivilcivil proceedingsproceedingsproceedingsproceedings againstagainstagainstagainst allegedallegedallegedalleged infringers?infringers?infringers?infringers?

It seems that the text of directive doesdoesdoesdoes notnotnotnot allowallowallowallow forforforfor suchsuchsuchsuch aaaa possibilitypossibilitypossibilitypossibility.

Most likely, copyright holders are not likely to share this view If so, newMost likely, copyright holders are not likely to share this view If so, new
proceedings, possibly even before the European Court, seem inevitable.



IPIPIPIP vsvsvsvs.... PrivacyPrivacyPrivacyPrivacy withinwithinwithinwithin thethethethe proposedproposedproposedproposed reformreformreformreform ofofofof thethethethe EUEUEUEU electronicelectronicelectronicelectronic
communicationcommunicationcommunicationcommunication legallegallegallegal frameworkframeworkframeworkframework

AAAA finalfinalfinalfinal questionquestionquestionquestion::::

ShouldShouldShouldShould thethethethe proposedproposedproposedproposed reformreformreformreform ofofofof thethethethe EUEUEUEU electronicelectronicelectronicelectronic communicationcommunicationcommunicationcommunication legallegallegallegal
frameworkframeworkframeworkframework somehowsomehowsomehowsomehow handlehandlehandlehandle suchsuchsuchsuch IPIPIPIP vsvsvsvs.... PrivacyPrivacyPrivacyPrivacy sensitivesensitivesensitivesensitive mattermattermattermatter ????

Even if specificspecificspecificspecific newnewnewnew rulesrulesrulesrules cancancancan notnotnotnot bebebebe foundfoundfoundfound inininin thethethethe newnewnewnew packagepackagepackagepackage ofofofofEven if specificspecificspecificspecific newnewnewnew rulesrulesrulesrules cancancancan notnotnotnot bebebebe foundfoundfoundfound inininin thethethethe newnewnewnew packagepackagepackagepackage ofofofof
amendedamendedamendedamended directivesdirectivesdirectivesdirectives, for sure a trendtrendtrendtrend favorablefavorablefavorablefavorable to the users’ data protection
enforcement arises, at least forforforfor twotwotwotwo differentdifferentdifferentdifferent reasonsreasonsreasonsreasons....



IPIPIPIP vsvsvsvs.... PrivacyPrivacyPrivacyPrivacy withinwithinwithinwithin thethethethe proposedproposedproposedproposed reformreformreformreform ofofofof thethethethe EUEUEUEU electronicelectronicelectronicelectronic
communicationcommunicationcommunicationcommunication legallegallegallegal frameworkframeworkframeworkframework

TheTheTheThe firstfirstfirstfirst::::

One of the directives (that amending – amongst the others – the Directive
2002/58/EC concerning the processing of personal data and the protection of
privacy in the electronic communications sector ) provides that Directive
2002/58/EC “shall apply to the processing of personal data in connection with the
provision of publicly available electronic communications services in public
communications networks in the Community, includingincludingincludingincluding publicpublicpublicpublic communicationscommunicationscommunicationscommunications
networksnetworksnetworksnetworks supportingsupportingsupportingsupporting datadatadatadata collectioncollectioncollectioncollection andandandand identificationidentificationidentificationidentification devicesdevicesdevicesdevices””””....networksnetworksnetworksnetworks supportingsupportingsupportingsupporting datadatadatadata collectioncollectioncollectioncollection andandandand identificationidentificationidentificationidentification devicesdevicesdevicesdevices””””....

TheTheTheThe secondsecondsecondsecond::::

TheTheTheThe wholewholewholewhole reformreformreformreform diddiddiddid notnotnotnot enterenterenterenter intointointointo forceforceforceforce because of a single amendment
approved by the EU Parliament (with the EU Council firmly opposing) providing
thethethethe prohibitionprohibitionprohibitionprohibition forforforfor thethethethe ISPsISPsISPsISPs totototo blockblockblockblock users’users’users’users’ access/connectionaccess/connectionaccess/connectionaccess/connection totototo thethethethe webwebwebweb (without(without(without(without
aaaa specificspecificspecificspecific orderorderorderorder issuedissuedissuedissued bybybyby aaaa court)court)court)court) forforforfor recurringrecurringrecurringrecurring allegedallegedallegedalleged unlawfulunlawfulunlawfulunlawful downloaddownloaddownloaddownload bybybyby
saidsaidsaidsaid usersusersusersusers ofofofof copyrightedcopyrightedcopyrightedcopyrighted contentscontentscontentscontents....
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